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ARTICLE INFO ABSTRACT

Received: 10 April 2018 The solution of one boundary problems for the 6-th order polyharmonic
Accepted: 18 May 2018 equation of the in two dimensional space is considered in present paper.
Published: 12 June 2018 The solution of considered problem is found as the sum of three

potentials. The bound formulas are proved for these potentials and their
KEYWORDS derivatives. Using these formulas the solution of the boundary problem is
boundary problems, contour integral ~reduced to the solution of series of Fredholm type integral equations.
method, potentials, height order

differential equations, jump formula,

Fredholm integral equation.
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distribution or reproduction in other forums is permitted, provided the original author(s) or licensor are credited
and that the original publication in this journal is cited, in accordance with accepted academic practice. No use,
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Introduction. It is known that one of step of M.L.Rasulov contour integral method [1],[2] is
the investigation of a boundary value problem with complex parameter called a spectral problem. Note
that application of this theory to boundary problems for more than second order equations is a great
interest. There exist some works dedicated to the solution of such problems ([2],[5]).

By analogically with [3] using the jump formula for potentials solution of the considering
problem reduced to solution of the regular integral equation.

Statement of the problem. The present paper is dedicated to the investigation of the solution
a boundary value problem for the 6™ order polyharmonic equations in two dimensional domain

L[ 6‘9 A A j ZA (O)AFANT U (5,2) + ZZB..(x)),”AH x

i=l j=0

x%+C(x)U(x,l) = F(x,7) ()
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Web of Scholar ISSN 2518-167X
under boundary conditions
. .d
hmf Ux,A)=¢,(z,A); hmfd—U(x,l) =¢(z,A);
X—In X—1In ul

lim - AU (x,2) = ¢, (2, 1), )
ul

x—inf (]

where x =(x,,x,) is a point of some bounded domain D of two dimensional space E,, 4 is a
Laplace operator, I'is a boundary of the domain D, n, is the direction of the interior normal to the
boundary T" at the point zeT .

Necessary conditions of solvability and jump formulas. Suppose that A4,(x)=1. The

fulfillment of following conditions is required:
1°. The real parts of roots of the equation.

V3 — 4, (x)v? + 4 (x)v = 4,(x) =0 3)

are negative (Re v <0 ),the arguments of these roots and their differences do not depend on x.
2° The coefficients of the equation (1) A, (x) (k = 0,1) have continuous bounded derivatives

to the (3-2k)—th order for all xeD+I, A,(x) is continuous differentiable, B, (x)
(i =1,2;j =0,_2) and C (x) are continuous functions for all xe D.
3°.The boundary T of the domain Dis a Lyapunov line with the number 0 <@ <1 and T € 4, .
4°. The right hand side F (x,l) of the equation (1) is continuous and has first order

continuous partial derivatives with respect to xi(i:1,2) for all xe D and analytical by A in the

domain R of the complex A plane,where R_is determined as follows :

R = {ﬂ,;

A|>R,

argi£%+o !, 4)

where R is rather large and & > 0 is small numbers.
5°. The boundary functions ¢S(x,/l) (S=@) analytical by A4 in R tending to zero when

|/1|—>oo uniformly with respect to argd , besides ¢S(z,/l) s:(O,l) have continuous partial

derivatives by zeT to the 2" order, and ¢, (x,4) is continuous on T".

As it is known solution of non-homogenecous equation under homogeneous boundary
conditions constructs with the help of Green functions. That’s why in present work solution of the
problem for homogeneous equation corresponding to the equation (1)

0 )
Ll x,—;A;A7 [U(x,4)=0 I’
(x Oox j (x ) (1"

under nonhomogeneous boundary conditions (2) is considered.

By the scheme of potentials method, the solution of the problem (1°), (2) is sought for the
form of the sum of the potentials

U(x,A) =W, (x,A)+ W, (x,2)+ W, (x,2), )

4 6(24), Vol.1, June 2018 https://ws-conference.com/webofscholar
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where W, (x,2)(k =1,3) are potentials determined by the following form
k

W, (x,2) = [ P, (%.3,4) 1 (3, 2)dT,, (k=1,2) (6)
dP,(x,y,2
Ws(x’;t):_“%/‘s(y’l)drw )

where Ff(x, y,l) is a fundamental solution, P, (x, y,l) (k = 2,3) are partial solutions of the
equation (1°) and g, ( y,k)(k = 1,_3) are the unknown densities to be defined.

The solutions B, (x,&,2) are determined by the formulas

B(x.&A) =P, (x=&,&A)+ [[R(x=n.n.A)h, (n,€,2)d, D, (k=13)

where P, (x - 5,5,/1) and P, (x —é,é,l)(k = 2,3) are the fundamental and partial solutions of
the main part of equation (1°) correspondingly with frozen at point x =& € D coefficients i.e the next
equations takes place

3
D> 4, (E)AFATU(x,1)=0. (1)
k=0

By the scheme of the mentioned in article [3]-[4] the partial solutions P, (x —é,é,l)(k = 2,3)
of the equations (1°’) are determined by the following form

P(r-££a)=—L 3 vile) KO(“’C‘g' J
47" 5 H(Vk(g)_vn(g)) \/—Vk(g)

k=x=1

2 2
}%(x_gagaﬂ“) :l)Sl (x_gagal)_%ddnz l)32 (x_g’g'l)’
4

where

P3](x—§,§,ﬂ,)=4;;423:(V£3(5)_A2(5)Vk(5)) Alx-¢]
T IT (0 (6)-v.(9)
)
)

k=x=1

Finally, the fundamental solution B (x -¢,¢, /l) of the equation (1) is determined by the formula

-1 g 1 ﬂ,|x—§|J
1 x_gagaﬂ“ - 4 "<o 5
S M) (J‘Vk(g)

k=x=1

https://ws-conference.com/webofscholar 6(24), Vol.1, June 2018 5
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where v, (5)(1{ = l,_3) are different roots of the equation (3), X (z) is the zero number Bessel

functions of the second kind (see the [8]).
With the help of asymptotic representations for K, (z) and its derivatives ([5]) the correctness

of the following estimation is proved for fundamental and partial solutions and their derivatives

0'R (x8.2)| Ce"p[ el 5” (s=01k=T37=12)
| fe-g ®)
AR (5.8 1)] CeXp[ gV’”x §|]( =0,k =13,=i=12)
axf | §| (1+s) ’ > 7 ’
take places for x=¢ € D,A € R and
d Cexp[—gM”x—éu B =
d—ngAPk(z,f,ﬂ,)S DT (s=0Lk=13) )

takes place for z,y eI, 1€ R, .
Finally, with the help of above mentioned estimation the jump formula is proved for the

potential W, (x,A),( k= 1,_3 and their necessary derivatives.
k

For the potential W, (x,l) the jump formula

W(z,A)=W,(z,2) IP z,,A) iy (y,A)dT .

T

1, (y,2)dT

{dW](z,l)} :dW](z,ﬂ,)_J-dP](z,y,l)
dn y

{LAZWI(Z,}L)} :iﬂl(z’l)+dLAW](z,l): (10)

holds true for Ae R, € 4,14, (z,4)eC.
For the potentials W, (x,4) we have

Wy (2,4) =W, (2,0) = [ B, (2,0, 4 )11, (7, 4)dT, (11)
r
dW2(z,ﬂ,) :$,u2(z,ﬂ,)+dW2(z,l,i):$,u2(z,ﬂ,)+
dn, y A1 dn, A1
d
+[ =P, (2.9.A), (1. 4)dT (11)
r z
d CdAW,(2,2) ¢ d .,
{d_’%Am(z’l)lc_ " —1 AR (A (n.A)dr, (117)

holds true for A e R,,T € 4, and p,(z,A)eC.

6 6(24), Vol.1, June 2018 https://ws-conference.com/webofscholar
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Finally for the potential W, (x,l) the existence of the following jump formula is proved

:u3 (Z:ﬂ“)
14

(24)=t ”33(;}“) S (20) =t

d
+}|:Ey1)3 (Z:y:ﬂ“):u3 (y:i)dry:

{dlfl@(z,ﬂ,)} =+2}(z)y3(z,1)+dm(z,z)
dn »  34,(2)2¢ dn_

z

w.

3i,e

+

(12)

2)((2)#3 (z,l) d?
34,(z)A* +~Idnzdny

247 (z),u3 (Z,ﬂ,) +i

34,(z)  dn,

d2
AP (z.92) 1. (3. 2)dT
34, (2) +'Idnzdny (22) i (3, A)dT,

P, (z,yﬂ,),u3 (y,ﬂ,)dl“y,
(12°)

AW, (z,4) =

valid for 2 e R,,T € A,, u,(z,4)eC ,where }(z) is a mean curvature of the curve I at the

point z € I' determined by the formula
_ 2z
2(2)= [ x(¢)ds
0

System of Fredholm integral equation and conclusions
Substituting (5) into the left hand side of the boundary conditions (2) according to for the jump formula

(10)-(12) for the unknown densities (k = 1,_3) we obtain the following system of the integral equations.

,u(z,),)=¢(z,ﬂ,)+jK(z,y,ﬂ,)y(y,l)dFy, (13)
where
U (z,ﬂ,) v, (z,ﬂ,)
u(2:2)=| m(z4) | w(z0)=| wa(z0) |
Hy (Zaﬂ‘) WS (Z’ﬂ’)
K(z,y,/l):(Kw (Z’y’;t))ij:l’
Where

v, (z,ﬂ,) =-21%4, (z)z(z)q’)o (z,ﬂ.) -4, (z)¢2 (z,i),
v, (z,ﬂ,) =-21%4, (z)}(z)¢0 (z,ﬂ.) ) (Z,i),
w;(2,4)=31"¢, (2, 2).

The elements of the kernel K =(z,y,A) are determined by the formulas

https://ws-conference.com/webofscholar 6(24), Vol.1, June 2018 7
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K, (z,y,ﬂ,) 221 {A (z)){(z) +

Ky (z0.4)= 2”“4{%<z)x(z)+ A}% 20,4
K (2,3,4)= W{sz)x(zﬂ A}dps o
Ko (z,y,2)=24 {A&z)x(zﬂ;;}e Z. 92
Kza(zayal)=”“4{Ao(z)x(z)+——}l’2 ER

- dP z
Ky (2,2 =2F{A0<z>x(z)+ } (204

)
KS] (Z:y:}“) = _314131(2931:}‘):
K32 (Z:y:}“) = _314132(2931:}‘):

_314 dl)} (Zﬂyﬂl) .
dn,

K33 (Zayal)=

Taking into account the estimation (8) and (9) for the kernel K =(z,y,4) we can show the
correctness of the estimation

Cexp[—s|ﬂ,||z - y|]|

K=(z,y,A)< >
|z ]

: (14)

which satisfies for all 1€ R,and z,y,eI".

By virtue of the inequality (14) a system of the integral equations (13) is regular, consequently
we can solve it by the method of successive approximating where the solution ,u(z,l) of the system
(13) is analytical, bounded by A function in the domain R and continuous by zon I".

Thus the following theorem is proved.

Theorem. Under conditions 7°,3°,5*

the problem (1'),(2) has a unique solution U (x,l)
analytical by Ain R, representable in the form of the sum of the potentials (5),where densities are the

solutions of a system of regular integral equations (13).And for the solution U (x,l) the estimations

O°U(xA)| . Cexp[ s|ﬂ,|d(x)] (k=3)
W e

o°U(x4)| Cexp[ s|ﬂ,|d(x)] (k=56)
0x, 2 2(x)

holds true for allA € R;,x € D, = D and d(x) is the shortest distance from point x € D, to the
boundary I of the domain D.

8 6(24), Vol.1, June 2018 https://ws-conference.com/webofscholar
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"Baxynosa Oxcana Muxaiinosna,
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Pecnybnuxa benapyco, BI'YUP,

! emapwii npenooasamev, UCC1e008aMenb MEeXHUYeCKUX HAYK, MA2UCMP TMeXHUYECKUX HAYK;
2c:myOeHm;

3Maeucmp MeXHUYeCKUX HaAYK

DOI: https://doi.org/10.31435/rsglobal_wos/12062018/5733

ARTICLE INFO ABSTRACT

Received: 13 April 2018 A lot of web-developers have or will encounter the problem of
Accepted: 21 May 2018 authorization in their projects. Classic authorization scheme involves
Published: 12 June 2018 generating a random string (named token), then storing it with a set of

attached privileges. But this approach requires a centralized storage for
tokens, which all of project’s computing systems will be accessing. In
the process of project’s growth, sooner or later, this centralized storage
will no longer be able of dealing with the given amount of tokens and

KEYWORDS

stateless authorization,

web, will require a serious upgrade. However, there are authorization solutions
AP, that don’t require storing a generated token out there. We are going to
JSOfN’ take a look at the one that is open standard and is represented as a simple
performance

JSON object. An important aspect of this solution is that it also doesn’t
require a very powerful machine to process even hundreds of thousands
requests per second.

Citation: bakynoa O. M., Kopsyn A. A., Konocenko H. C., MammnoBckas T. WM. (2018) Stateless
aBTopu3anws ¢ ucrionb3opanueM JWT. Web of Scholar. 6(24), Vol.1. doi: 10.31435/rsglobal wos/12062018/5733

Copyright: © 2018 bBakynosa O. M., Kop3yn A. A., Kosocenko H. C., Manunosckasi T. W. This is
an open-access article distributed under the terms of the Creative Commons Attribution License (CC BY).
The use, distribution or reproduction in other forums is permitted, provided the original author(s) or licensor are
credited and that the original publication in this journal is cited, in accordance with accepted academic practice.
No use, distribution or reproduction is permitted which does not comply with these terms.

Beenenmne. [Ipu pa3paboTke MPOEKTOB, PACCUUTAHHBIX Ha pabOTy MO/ BBICOKOW HArpy3KoW,
pa3pabOTUYMKH HEMHHYEMO CTaJKHBAIOTCS C HEOOXOJMMOCTBIO OOCCIEUCHUsT TOPH30HTAIBLHOIO
MaCIHTa6I/IpOBaHI/I$I BBIYUCIIUTCIIBHBIX CUCTEM. OI[HOI71 N3 KPUTUYCCKUX yacten HOI[O6HLIX IIPOCKTOB
SIBJISIETCS TIPOBEpPKa TIpaB JOCTyma KIWeHTa K pecypcey (aBropmzarus). Kimaccuyeckasi cucrema
aBTOpHU3AallMM TIPEANoJaraeT TeHEepaluio CIy4YalHOW CTpPOKHM, HMMEHYEeMOW TOKEHOM, K KOTOpOH
IMPUBA3BIBACTCA CIHHCOK BBIJAHHBIX IIpaB, U eé XpaHCHHUE B MNCHTPAJIM30BAHHOM XpaHUIMIIE, K
KOTOpOMY OOpAaIIaloTCcsi BCE BBIUUCIUTENBHBIE MOJICUCTEMBbl. 10 Mepe yBenW4YeHHsT Harpy3kd Ha
BBIYHMCIUTEIBHYIO CUCTEMY M € MacluTaOupOBaHWs TaKOW IOAXOJ IPUBOAUT K HEOOXOAMMOCTH
MaciTabUpOBaHUSI M CaMOTO XpaHWIUINA TOKeHOB. OJHAKO CyNIECTBYIOT PEIICHUS, MMO3BOJISIONIIE
MHWHOBATh HeO6X0)Z[I/IMOCTB XpaHCHHA BbIJJAHHBIX TOKCHOB. O}Z[HI/IM U3 TaKHux peIHeHI/Iﬁ SABIIICTCA
crannapt JWT.

PesyabTathl u obcy:kaenue. JSON Web Token (JWT) — OTKpBITBIH CTaHAAPT, KOTOPBIH
ompesersieT KOMIIAKTHBIA U caMOJJIOCTaTOYHBIN croco0 mnepenavyn WHPOpPMaIK MEKIy 3anpocaMi B

10 6(24), Vol.1, June 2018 https://ws-conference.com/webofscholar
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Buge JSON oObekra. Bes HeoOxomumas nH(pOpMaIns XpaHUTCS B CAMOM TOKEHE U HE MOXKET OBITh
M3MEHEHA TpeThelt cTopoHoit [1].

Crpykrypa JWT cocroutr u3 3-x wacreii: header, payload u signature. Header u payload
npeacTaBisitoT coboit JSON 00beKThI, 3aK0pOBaHHbIE anropuTMoM base64. Signature ke sBIsIETCS
pe3yabTaToM Xeml-GyHKiuy, npuMeHéHHOM K header u payload. Bee 3 yactu 0O0benuHsAIOTCS APYT C
JPYroM TOCPEJICTBOM TOUEK B (pUKCHpOBaHHOW TociiemoBaTenbHOcTH: header, payload u signature.
Wudopmanus, coxpaHéHHass B TOKEHE, MOXET OBITh NPOYMTAHA M3 HEro CaMoro NpH IOMOIIH
oOpaTtHoro npeodpaszoBanus u3 base64 u ureHus JSON mokymeHTa.

Header o0OBIYHO cOACpKMT JBa 3HAYEHHUS: THUI TOKEHA M  aJITOPUTM  IIOATHKCH.
CooTBercTBYyIOIIME MO HasbiBaroTcs typ u alg. Header ciyxut /st onpeseneHus XapakTepUCTUK
payload u signature. OH He OrpaHHUYMBAETCS TOJNBKO ATUMHU 3HAUYCHHUSIMUA U MOXKET COJIEPXKATh JIFOOYIO
JIOTIOJIHUTENIbHYIO MH(OPMAIIMIO, B 3aBUCHMOCTH OT CIEIM(HUKK Ballero npuiokeHus. Hampumep,
MOXHO BKJIFOUUTH WHPOPMAIIUIO O BEPCHH CaMOT0 TOKEHa, JJIsl TOTO, YTOOBI 3HaTh, U3 KaKUX TOJCH
HEoOXO0JJMMO YUTaTh 3HaueHus1. [Ipumep conepkumoro header npencrarien Ha pucyHke 1.

Payload conmepxwut nepedeHs claims 0 CyIHOCTH caMOro
TOKEHa, a TaKKe JII0OYI0 JOIMOJHUTEIbHYI0 MeTauH()OPMAIIHIO. {

Beiensior 3 THa 3HAYEHWI: 3aperucTpUpOBaHHbIEC, MyOIUYHbIC " alg "+« "HS256"
Y TIpUBaTHBIE. 3aperucTpUPOBAHHBIMI HA3bIBAIOT OMpeAeIEHHBIN ’ !
B crnenupukanuu nepedenb claims. Bcero cymecrByer 7 o typ S e |
MOJJOOHBIX TIOJIEH:

— 1Ss — ompeqensieT BBITyCKaTeNls TOKEeHa; }

— sub — mo3BoNIsAET OMPEACTUTh CYIHOCTH, K KOTOpeIM  Puc. 1. IIpumep codeporcumozo
MpeaocTaBisieTcs  JOCTYIL. Hampumep, UACHTH(PHUKATOD JWT header
MOJIH30BATEIIS;

— aud — onpenenseT noxyvyarens TOKeHa;

— exp — 3a1aér BpeMs HCTeUCHHSI TOKEHA;

— nbf — 3agaér Bpemsi, HAaUWHAsI C KOTOPOTO TOKEH BCTYIAET B CBOH ITOJTHOMOYHST;

— lat — yKa3bIBaeT BpeMs, B KOTOPOE TOKEH ObLT BHINKCAH;

— jti — YHUKaJIbHBIA HICHTU(PUKATOP TOKEHA.

[lyonuuHbiMM ~ Ha3bIBalOT TONS, MepeducieHHble B peructpe [ANA  [2].  Dro
CTaHJapTH3UPOBAaHHBIC UMEHA JUTS Hanbojee 4acTo MCIOJIb3yeMbIX MOHATHH. Hampumep, Takux kak
TICEBJIOHUM  TOJIb30BATENs, CCBHUIKA HA MNPOQHMIb, TPENNOYTUTENBHBIA  SA3BIK, Pa3IMYHbIC
JIOTIOTHUTENHBIC XeII-3HAYCHHUS U T.]I.

[IpuBaTHBIME k€ HA3BIBAIOT BCE OCTANIbHBIC 3HAUCHHMSI, HE ONpe/eNIEHHbIC B CTaHIapTe. 3/1ech
MOXXHO PacCIIONIOKHTh CITIUCOK BBIJIAHHBIX TPaB, JOMOJHUATENbHYIO HH(OPMAIIUIO O TOIH30BATENE HITH
MPHUIOKEHUH, KOTOPOMY BBIJIaH TOKEH, a TakKe JIF00bIe IPyrue MOJsl, COOTBETCTBYIONIHNE CIIEUpUKE
KOHKpETHOTO npuiokeHust. [Ipumep copepkumoro payload npencraBieH Ha prucyHKe 2.

Signature ¢dopmupyercs MnyréM o00bEAMHEHUS
chopmupoBanHbix header u payload u ganbHeiIIM {

BBIYMCIICHHEM Xellla 3TOW CTPOKH TIPH TOMOIIU "sub": "1234567899"
BBIOPAHHOTO alNrOPUTMa W CEKPETHOro Kiwova. B ’
Ka4ecTBE MOAIMUCH NPENIAaraercs UCIoilb30BaTh OJUH U3 "name”" : "John Doe"
crnenyrorux ainroputmoB: HMAC, RSA wmm ECDSA. ’
AnroputM HMAC sBnsieTcss CHMMETPHYHBIM, T.€. KIH0Y "iat": 1516239022
npeAcTaBiser W3 ceds  Oo0bluHYyI0  CTpoKy. [lpm

WCIIOJIb30BAHUH 3TOrO anropuTMa MIPOBEPUTH }

MPaBUIBHOCTh MOJIUCH MOXKET TOJBKO TOT, KTO €€ Puc. 2. Ilpumep cooepocumozo JWT
co3gas. RSA u ECDSA sBRstoTCS acCUMMETPUYHBIMU payload

IrOPUTMAMH M Pa3fCisaioTCs Ha NyONWYHBIA M TpuBaTHBIA Kiatou. [loamucek ¢dopmupyercs
MPUBATHBIM KIIFOYOM, a MyOJUYHBIN KIIOY MOXKET OBITh MCIIOJB30BaH JUIS MPOBEPKH KOPPEKTHOCTH
COJICPKUMOT0 JIFOOBIM JKEIAIOIIUM. ITO MOKET ObITh 0COOECHHO ITOJIE3HO, KOIJa MOCTABIIUK TOKCHOB
HE IIEHTPAJIN30BaH M KAXKIBIH M3 YUaCTHUKOB MH(DOPMAIMOHHON CHCTEMBI MOXKET CO3/1aBaTh TOKCHBI
OT CBOEr0 MMEHHU. B TakoMm cilydae KakKAbld MOCTaBIIMK TOKEHOB MMEET CBOM CEKPETHBIM KIO4Y U
KK MPOYUI yJACTHUK MOXKET C JIETKOCTBIO YOCIUTHCS B TOM, YTO U3JaTeIb U 3asBUTEIb TOKEHA
He moanenanel. CTOUT MOHWUMATh, YTO HCMoib3oBaHue anropuTMoB RSA m ECDSA mis mpocteix
CHUCTEM C OJIHMM MCTOYHHUKOM TOKEHOB, KOTOPBIM MX XK€ M IPOBEpsET, M3IMIIHE. B 3TOM ciydae
ucnoib3oBanue aaroputma HMAC Oyner 6osiee 1enecooopasHbIM.
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Bce mepeuncieHHBIE BBINIE ANTOPUTMBI  (OPMHPYIOT signature TakuM 00pa3oM, HTO
W3MEHEHHUE JTaKe OJHOTO CUMBONA B payload mpuBenér K morHOMY M3MEHEHUIO UTOTOBOM signature,
YTO HCKJIIOYAeT BO3MOXKHOCTH IOJJCIKM 3HAYCHWW TOKEHA TpeThed cTOopoHOM. Takum o0pasom,
signature SABJIACTCA TapaHTOM TOT'O, YTO BCC 3HAUCHHA TOKCHA HC GBUII/I HU3MCHCHBI U YTO TOKEH CO31aH
TEM, KTO 3asBJICH MMOANMUCYMKOM B payload.

[Ipumep nonuocThO chopmupoBannoro JWT mpeacraBiicH Ha PUCYHKE 3.

eyJhbGciOiJIUzITNiIsInRS5cCI6IkpXVCJ9.
eyJzdWIiOiIxMjMONTY30DkwIiwibmFtZSI6IkpvaG4
gRG91IiwiaXNTb2NpYWwiOnRydWV9.
4pcPyMDB901PSyXnrXCjTwXyr4BsezdI1AVTmud2fU4

Puc. 3. Ilpumep nonnocmoio cgpopmuposannozo JWT

Ha ceropnsiiianii aeHs JWT IIMPOKO MPUMEHSETCS B KAYECTBE TOKEHA JOCTYyIA B IIPOTOKOJIE
OAuth2 wimm npocro mpu mocTpoeHuH web-nipunoxenuid o npunimny Single Page Application.
Kpome Toro, cymectByer naacrpoiika Haa crangaproM OAuth2 — OpenID Connect. DTOT mpoTOKOI
Oobu1 mpencraeiieH emé B 2014 roay M MCIONB30Bajl Ha TOT MOMEHT e€Ilé YEPHOBYIO BEPCHIO
cneuupukampm  JWT. Tem He w™enee, JWT wmcnonb3yercs s oOMeHa KIOYaMd U
HEIOCPEICTBEHHOro (popMUpoBaHus TokeHa aoctymna [3]. Takue komnanuu, kak Google, Microsoft n
Steam HCHONB3YIOT 3TOT MPOTOKON JUIsSi aBTOPU3allMM CBOWX IIOJIb30BATENE Ul BHEITHUX CalTOB
(3Hakomast Bam kHomka «Boitu uepe3 Google»). Ilpumep comepkumoro access token Google
MIPEICTaBIICH HA PUCYHKE 4.

{
“iss"”:. "accounts.google.com”,
"at_hash": "HK6E_P6Dh8Y93mRNtsDB1Q",
"email_verified": true,
"sub": "1876915635000615067151130882367",
"azp": "1234987819200.apps.googleusercontent.com”,
"email”: "jsmith@example.com”,
"aud": "1234987819200.apps.googleusercontent.com”,
"iat": 1353601026,
"exp": 1353604926,

"“nonce”: "0394852-3190485-2490358"

Puc. 4. Ilpumep JWT payload Google OpenlD Connect

Google wuCHIONB3yeT TOJBKO 3apErMCTPUPOBAHHBIC W MYOJMYHBIC IIOJIsA, ONPEACIACHHBIC B
cranpapre OpenlD Connect. B mone aud xpanuTcs na(opmanus o IpUIOKEHHN, KOTOPOMY ObUT BbIJIaH
JIOCTYII, TIOJIe Sub yKa3blBaeT Ha YHUKAIBHBIA WACHTU(QHKATOP TOJH30BATENS, & B IOJE eXp 3aJaHo
BpeMsi MCTeYeHUsI TOKeHa. [lo MCTedeHWIo ATOro BpPEMEHW TOKECH CTaHET HEBAJIHMJIEH U ero Oyzier
Heo0X0auMo OOHOBUTH. BriocnencTBum, mepenaBas JTaHHBIA TOKSH B KaXKJIOM 3allpoce, Bbl CMOXKETE
BBITIOJIHATE OIEpalliyd OT MMEHM I10JIh30BaTeNsl, yKazaHHOro B sub. Ilpu oOpabGorke 3ampoca Google
6yz[er AOCTAaTOYHO MPOBEPUTH NOANNCH U METKY MCTCUCHUSA, IMOCIC Y€ro MOXHO BCCIICTIO JOBCPUTHCA
IMOJTYYCHHBIM JAaHHBIM. Her HYXXIbI BBIINOJHATE AJOHNOJHUTEIBHBIX OHepaHI/II\/'I BBOAA-BbIBOAA KO
BHCIIHUM CEpBUCaM, BPOJC 6a3I)I JAaHHBIX, JIA ITOJYYCHU A I/IH(i)OpMaHI/II/I 0 COACPKUMOM TOKCHA.
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BBenenne mons, OTBEYaromero 3a BpeMsi JKU3HU TOKEHa, OOYCIOBICHO HEOOXOIUMOCTBHIO
pellieHnsT 3a/laud KOHTPOJISl 32 BBIJAHHBIMA TOKEHAMH M MPEKPAICHUsS] JOCTYyIa ONpeelEHHOrO
MOJIH30BATENS WITH MPHUIIOKEHHs. BpeMst )kM3HM 0OBIYHO HE TpeBbIIaeT 1 yaca. 3a4acTyro MpH STOM
BbIIaéTCs crienuaibHbIN refresh token, KOTOpBIH UCONB3yeTCs IS 3aMpoca HOBOro access token, uTo
MO3BOJISIET OOpamaThcsi K 0a3e JaHHBIX JIMIIb pa3 B Yac BMECTO OOpalleHWs Ha KaXIbIH 3ampoc.
OnHaKO TPU TAKOM TI0/IX0/Ie HEBO3MOXKHO BBHITIOHUTH OT3HIB TOKEHOB MOMEHTAIIBHO, T.K. OHU OYayT
ené UMeTh KaKON-TO NIEPUOJT KU3HU.

Jnst peanu3alnil BO3MOKHOCTH MOMEHTJIBHOTO OT3bIBA PACCMOTPHM CIIEIYIONIYIO CXEMY.
[Ipennonoxkum, 4ro MbI BhicTynaeM B kadectBe OAuth2 mpoBaiinepa, T.e. u3aaéM TOKEHBI IS
CTOPOHHUX TpHIOKEHUH. OCHOBHBIMH CYIIHOCTSMHU SIBIISIFOTCS TOJB30BATEIM M MPHUIIOKEHHS.
[MpunoxxeHusi, mocie TMpolecca aBTOPU3AIMH, MOTYYalOT BO3MOKHOCTH BBITIONHSTH JACHCTBUS OT
UMeHU monb3oBatens. Cucrema JIODKHA MO3BOJISATh MOMEHTAIBHO HWHBAJIMJMPOBATH BCE TOKCHBI B
CHCTEME, a TaKXKe OTICIBHO JUIi KaXKIOro NPWIOKEHHS, IONb30BaTellsl WM HMX CBS3KA. s
peanu3aiyy MOCTaBIICHHOW 3aJaull HaM BCE e MPUIETCS MPUOSTHYTh K KAKOMY-TO XpaHHJIHIILY, HO
BMECTO XPaHEHHS BCEX BBIJAHHBIX TOKCHOB MBI MOMJIEM OT 0OpaTHOro M OyAeM 3amHChIBATH TOJBKO
KpPUTEPHUH OT3bIBa. B kauecTBe XpaHMIIKIIA BO3bMEM JIt00YI0 ObIcTpyIO key-value 6a3y maHHbIX. [IycTh
310 Oyzer Redis, koTopbIii criocOOCH BBIMOTHSITH COTHHU THICSY OIEpaIMid YTEHHs B CEKYHIY JaKe Ha
JOBONBHO cnaboM oOopynoBanuu. [Ipu HE0OXOMMMOCTH WHBAIHIUPOBATH TOKEHBI MO KaKOMY-TO
KpHUTEpHIO, MBI (hopMHpyeM 3amuch B Xeul-radumniyy Redis. B kadecTBe kiroua BBICTYITUT BBIYHCIUMOE
BBIpaKEHHE, ONPECIISIIOIIee TPYIIY, Ha KOTOPYIO JOJDKEH ObITh PUMEHEH HHBanHaaTop. Hampumep,
JUIT WHBAIIMJAIIMA BCEX TOKEHOB TIOJIb30BATENd C WAGHTU(UKATOPOM | TIO OTHOIICHHIO K
MPUIIOKEHHIO test-app MBI UCHONB3YyeM KItoU user:l:app:test-app. 3Ha4eHUEM YKas3bIBacM TEKyIllee
Bpemsi. [lpu 00paboTKe BXOISIIEro 3ampoca, MOCie MPOBEPKH TOKEHa 10 0a30BBIM KPHTEPHSIM,
BeInOJIHseM 3ampoc B Redis ¢ momombto ¢ynkimn HMGET no cnenyrommm kimodam: global,
user:{sub}, app:{aud} w user:{sub}:app:{aud}, rne vMeHa B (QUIYpHBIX CKOOKaX COOTBETCTBYIOT
TakoBbIM B payload TokeHa. 3aTeM pa3OupaeM HEHyJEBbIe pe3yiabTaThl. Eciu XoTs OBl Y OTHOTO U3
MOJTYYEHHBIX PE3Y/IbTATOB 3HAYEHHE BPEMEHH OKa)KeTcsl OOJbIlie, YeM 3asiBIICHO B iat TOKEHa, TO OH
OBLT MHBAJIMINPOBAH, & 3HAYMT JOJDKEH ObITh OTKIIOHEH.

Jlanubiii komnpoMucce o0ecrieunBaeT KOHCTaHTHOE BpeMs O(4) 1S onepaiuy JI0CTyIa K 0as3e
JIAHHBIX, & XpPaHEHHE TOJIHKO METKM BPEMEHHU TO3BOJIUT XPAHUTh MHJUIMOHBI TIOJOOHBIX 3arucel C
MUHUMaJIbHBIMU 3aTpaTaMy OIepaTHBHON mamMsaTH. Kpome Toro, Takoi moaxol MOXET MO3BOJHTH U
BOBCE OTKAa3aThCSl OT OrpaHWYCHHS HA BpeMs >XKM3HH TOKEHA M JONOJHUTEIBHBIX MEXaHH3MOB
0OHOBJIEHUS access token, T.K. Teeph MBIl MOKEM OTO3BaTh JIH000H TOKEH B JIFOOOH MOMEHT.

BuiBoabl. Takum  00pa3oM  ToONy4aeTcs KOMITAKTHBIA, MPOCTOW ¥ IMOJHOCTHIO
CaMOJIOCTATOYHBIH TOKEH, KOTOPBIH MOXKHO HCIIOJNB30BaTh KakK JUIsS IPOIECCOB ayTeHTH(HKAIUH
MOJIb30BATENEH, TaK W JUIs aBTOPH3AIMU NPUIOKEHHUH WM COOCTBEHHBIX CEpBUCOB. Bce naHHBIE
XpaHATCS B CaMOM TOKEHE M HE MOTYT ObITh HM3MeHeHbl. COOTBETCTBEHHO, JJISi BOCCTAHOBJICHUS
WH(POPMAIIUK O TONIb30BATENIC U CIMCKE ABTOPH30BAHHBIX IMPaB HET HYKIbI 3aBOJIUTH OTACIBHOE
xpanuiuine. JlaHHbI cTaHAapT HAIIEN MIMPOKOE MPUMEHEHHE B PAa3JIMYHBIX OOJACTSAX M MOTYYHI
MOJJICPXKKY TaKMX KpPYMHBIX Kommnauuid, kak Google, Twilio u AuthQ. On mnoka3siBaer ce0st
OJIMHAKOBO XOPOII0, KaK B HEOONBIINX MPOEKTaX, TAK K B OTPOMHBIX paclpe/eiEHHBIX CUCTEMaX, TJe
YYACTHUKaMH MOTYT BBICTYIATh KaK OObIYHBIC TIOJIE30BATENHU, TAK U CAMH CEPBHCHI, BBHITIOIHSIONIHE
3aIpoCkl APYT K JIPYTY B paMKaxX MHUKPOCEPBHCHON apXHTeKTypbl. CyIIeCTBYET OrpOMHOE KOJIHYECTBO
TOTOBBIX MPOTPAMMHBIX peaH3alMi Uil CO3JaHNs U MPOBEPKU TOKEHOB 0T BCE MOMYJISIPHBIC S3BIKH
nporpamMmmupoBanus. JWT MOKeT MPUMEHSATHCS HE TOJIBKO Ui aBTopu3aiiuu K web API, HO u mis
paszoBoro obOMeHa wHGpOpMalWed WM Jaxe JUIs B3aMMOJCHCTBUS CHCTEM, pabOoTaloluX BHE
nporokosia HTTP.
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Introduction. Wireless networks have become very widespread because their configuration
and usage is very convenient for ordinary users. However, unlike wired networks, wireless is secured
to me, since intercepting information in them does not require physical connection to the network.

The object of research in the work is the robustness of the wireless network during an attack on
denial of service. The subject of the study is an attack using a wireless botnet. The purpose of the work is to
effectively carry out an attack on wireless networks IEEE 802.11 with the help of a wireless botnet. As a
result, the task of constructing the architecture and its implementation as a distributed bots network, which
can be used to demonstrate an attack failure on service to wireless access points (APs), is solved.

In the work the example of the hardware-software implementation of the wireless botnet and
the experimental stand for the wireless network is given. Possible areas for developing this work are
related to the study of methods for protecting wireless APs.

In the wired network packets, the data is transmitted in a physical environment such as copper
cable or fiber optics. In the wireless system, your data is transmitted literally around the air around
you. In addition, physical access is not required to access the network. Because of this, malicious
people have far more opportunities to inflict damage on network infrastructure and remain unnoticed.

Wireless attacks can be carried out in a variety of ways. Some methods are aimed at cheating
users, others use brute force, and some are looking for people who do not bother themselves in
protecting their network. Many of these attacks are combined with each other in real use. Let’s look at
examples of such attacks [1-3].

Packet sniffing—because wireless traffic is transmitted in an unprotected environment, it is
easy to capture. Quite a lot of traffic (FTP, HTTP, SNMP, etc.) is sent in the open, that is, without
encryption, and the data can be received as plain text. Thus, using a tool such as Wireshark, anyone
can read your data in plain text. This can lead to the theft of passwords or leakage of confidential
information. Encrypted data can also be captured, but it’s much more difficult for an attacker to
decrypt such data packets.

Rogue AP—when an unauthorized AP appears in the network, it can be considered fraudulent.
It may appear due to an employee's mistake or with an attacker. Such APs can become vulnerable to
the network because it may not be protected from various attacks, which include vulnerability scans in
preparation for an attack, ARP requests, packet capture, and denial-of-service attacks.
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Password theft—when you exchange data over a wireless network, you often log in to
websites. You send passwords over the network, and if the site does not use SSL or TLS, this
password is transmitted as text, and the attacker can read it. In fact, even when sending encrypted
traffic, there are ways to bypass these encryption methods to steal your password.

Man-in-the-middle—malicious people can deceive communication devices by sending their
data to their system. Here they can record traffic for further viewing (for example, when intercepting
packets) and even change the contents of files. Inside these packages, different types of malware can
be placed, email content may be modified, or traffic may be deleted to block the connection.

Jamming—such an attack can be carried out in two different ways: the first involves
"bombarding" the operating frequency of the attacked host, with different noise traffic, which is
"information garbage" and leads to denial of service; the second is to use special noise generators that
interfere with data transfer at the physical level.

Availability is one of the three core concepts of computer security, along with confidentiality
and integrity. Nevertheless, apart from, in fact, the availability of information, the most important role
is played by the ability to get and use it in a timely manner. Based on this, accessibility can be defined
as the ability to use the necessary information or resource in a reliable and timely manner.

Denial of service is a threat that potentially violates the availability of the resource in the
system. In turn, a denial of service attack is an action (or set of actions) performed by the attacker to
make the resource inaccessible to its potential users.

In the case of denial-of-service attacks, malicious people may launch their attacks from one or
more of the hosts they control. When attacker messages are sent from multiple hosts distributed on the
network, this is called a Distributed Denial of Service (DDoS) attack. Sometimes, single attacks are
referred to as single-source denial-of-service attacks (SDoS).

Table I shows examples of DoS attacks, depending on the level of the OSI model on which the
attack is carried out, as well as the possible consequences of such attacks.

Table 1. Examples and Objectives of Denial-of-Service Attacks According to OSI Levels

l(é)vsell Task level Protocols |Examples of DoS technologies| Consequences of DoS Attacks
Start creating data packets. HTTP GET and POST Lack of resources. Excessive
& ; FTP, HTTP, . RO .
Joining and accessing data. requests (website forms: login,\consumption of system resources
7 POP3, X )
User-defined protocols such as SMTP photo/video upload, by services on the attacked
FTP, SMTP, Telnet confirmation feedback) server
Compression|  Counterfeit SSL queries:
Broadcast data from sender to protocols, Encrypting SSL packets The attacked systems may stop
6 reciient data coding | requires a lot of resources, | accepting an SSL connection or
P (ASCII, hackers use SSL for HTTP automatically reboot
EBCDIC) | attacks on the victim's server
tehﬁi?si?oﬁli?gﬁgggc??oi Input/output The Telnet attack uses the . .
5 synchronization of session; protocols weak points of the Telnet Disables the administrator to
C server software on the switch control the switch
within the OS through the | (RPC, PAF) to make the server unavailable.
network
Providing information transfer Achievement of the limit on the
X width of the channel or the
o[y e it e rcp, upp [SYNCeod ntocken OV s s
ging q connections, violation of the
messages at 1, 2, and 3 levels . .
operation of network equipment
Routing and transferring IP. ICMP Reducing bandwidth is attacked
3 | information between different ’ ; ICMP-flood by the network and the potential
ARP, RIP
networks overload of the firewall
Installation and support of MAC-flood—overflow  |The data streams from the sender|
2 |communication on the physical 802.3, 802.5 | packets of network switches to the recipient block the
level data operation of all ports
Data transfer in the physical 100BaseT, . . .
1 . 1000 Base-X,| Mute (for wireless networks) |Failure to transmit any messages
environment 802.3, 802.5

Recently, wireless technologies and networks have come to the fore, mainly because their
configuration and use is very simple for ordinary people. As these networks gain popularity, security
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and reliability become a critical issue. It is worth paying special attention to IEEE 802.11-based
wireless networks, which are a family of physical and MAC protocols, and are used in many APs,
ad hoc networks and devices of the [oT (Internet of Things) group. The work of the physical, data link
and network layer of the OSI model is implemented in such networks as opposed to wired networks
and described in the standard IEEE 802.11. Accordingly, wireless networks have their own
weaknesses, and hackers have separate technologies aimed specifically at them.

The general nature wireless environment allows attackers to easily monitor communication
between connected devices and run common DoS or DDoS attacks on wireless networks by jamming
or interference with communication. Such attacks on the physical level cannot be stopped using
conventional security mechanisms. An attacker can simply ignore the access protocol to the media and
continuously broadcast its data to the physical environment. Therefore, an attacker either does not
allow customers to use wireless, or the input generates its traffic, causing a violation in the network.

At the channel level, attackers can use the vulnerabilities of messages and procedures of the
MAC (Media Access Control) protocol. For example, they may falsify deactivating packages or de-
association to break the connections between nodes and APs, or send RTS and CTS (Request to Send /
Clear to Send) packets with fake duration to pause the transmission of neighboring nodes. Attackers
may not follow the deferral procedure, and therefore they always get the chance to first send RTS
immediately after the last transfer. In addition, it is possible to exhaust the bandwidth of the network
by sending large packets of spam without violating the MAC protocol.

DoS attacks on the network layer are mainly aimed at using routing protocols and forwarding on
wireless networks. In particular, ad hoc and IoT networks are vulnerable to these attacks. In addition,
network attacks DoS in them are very different from attacks on the Internet. Since routers in wireless
networks are computers that may be compromised as end nodes, DoS network attacks on wireless networks
can be started from any computer on the network. In addition, the methods of protection against DoS on the
Internet, requiring the interaction of routers, in local networks will not work.

Countering attacks on denial of service. Despite the tremendous efforts of researchers and
experts spent on finding solutions to DoS attacks, they still remain an unresolved issue. There are
various technical and non-technical issues that need to be well understood in order to design solutions
that fundamentally solve this problem, while ensuring the practical deployment.

The task of preventing DDoS attacks is to detect malicious traffic, since traffic is often
legitimate as defined by the protocol. Therefore, there is no direct approach or method for filtering or
blocking malicious traffic. In addition, you need to understand the difference between bulk and
attacking traffic at the application level.

Bulk attacks use a large amount of information that seeks to suppress the target. This traffic
may be specific to the application, but more often it is just random traffic that is sent at high intensity
to overuse the available victim resources. Bulk attacks usually use bot networks to increase attack. An
example of such attacks may be SYN-flood.

Application-level attacks use certain programs or services in the target system. Usually they
bombard the protocol and the port that uses a specific service to make the service unprofitable. Often, these
attacks target general services and ports, such as HTTP (TCP, 80th port) or DNS (UDP, 53rd port).

The basic principle of protection against DoS and DDoS attacks is that the protection must be
comprehensive. For example, you can try to counteract such attacks separately at each level of the
network model OSI:

— Application level. Application monitoring is a systematic monitoring of software that uses a
certain set of algorithms, technologies and approaches (depending on the platform on which it is used)
to detect application vulnerabilities. By identifying such attacks, they can be stopped and monitored
forever. At this level, this is accomplished most simply.

— Presentation level. For harm reduction, consider features such as the allocation of
encryption SSL infrastructure (that is, SSL placement on a separate server, if possible) and testing
application traffic for attacks or violation of application-level security policies. A good platform
ensures that traffic is encrypted and sent back to the original infrastructure with decoded content.

— Session level. Maintaining the network equipment software up to date to reduce the risk of a threat.

— Transport level. DDoS traffic filtering, known as blackholing, is a method often used by providers to
protect customers from threats such as slowing down network equipment and disclaiming services.

— Network layer. Limit the number of processed requests to ICMP (Internet Control Message
Protocol) and reduce the possible impact of this traffic on the speed of the firewall and the bandwidth
of the Internet channel.
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— Data link level. Many modern switches can be configured in such a way that the number of
MAC addresses is limited to trusted, which pass authentication, authorization, and server logging, and
then are filtered.

— Physical level. Carry out systematic monitoring of physical network equipment.

The principles of organization of botnets. The use of thousands of bots for DDoS organization
attacks on corporate and government Internet resources is a very widespread and dangerous phenomenon.
To create an army of zombie Internet hosts, intruders usually infect remotely-controlled trojans with
machines of ordinary people who have fast Internet access, networks maintained by universities and small
businesses. Owners of these machines are typically users with a relatively low level of information security
awareness and limited resources to protect their Internet infrastructure.

One of the properties of the Internet is its limited resources, and attackers have traditionally
used this by exhausting computing capabilities of computers and networks by flooding their numerous
requests, thereby depriving users of access to their services. The model of denial-of-service attacks
evolved from one attacking machine to another to several against one. Later, the DDoS attack model
has changed, and the attackers began to use several handlers to control and manage a large number of
hosts against one goal [4].

In Fig. 1 shows a typical botnet arrangement scheme. First, the attacker finds vulnerable sites
on the Internet and expands on them the means of attack—agents. The machines on which the agents
are called are called bots. These bots run a hidden channel for communication with the command and
control server - the handler that controls the attacker. This communication is usually implemented
through IRC (Internet Relay Chat), encrypted channels, bot-specific peer-to-peer networks and even
Twitter. After this, the attacker spreads the attacking bots commander, instructing the bots about who,
when and how to attack. Starting from the given time of attack, the bots generate attacking traffic to
commit an attack.

-
L T
—

Attacker Controller Botnet Victim

Fig. 1. A typical botnet structure scheme

With the advent of cloud services and providers, a new mechanism has appeared. Hackers
either lease or compromise large data centers or cloud machines to launch DDoS attacks. Cloud
computing not only creates new opportunities for organizations; it also provides an excellent platform
for cybercriminals, because it’s inexpensive and convenient to use powerful computing resources [5].

Description of used software components. The software part of this work uses the ESP8266
SDK and the Arduino API for ESP8266, the main tools for software development for ESP8266, the SDK
provides a large selection of tools, and the Arduino API is a convenient and safe use of these tools.

ESP8266 SDK (Software Development Kits)—a suite of IoT application development tools
developed by Espressif Systems includes a library of basic features for interacting with hardware and
software ESP8266 and examples of projects that can be implemented using them.

Depending on whether they are based on the operating system or not, the SDK can be
classified into two types: the Non-OS SDK and the RTOS SDK.

Non-OS SDK is not based on an operating system, it supports AT commands. Uses timers and
collages as the main tool for performing various functions—nested events, functions that are caused
by certain conditions. Uses the espconn network interface; users need to develop their programs in
accordance with the rules for using the espconn interface.

The RTOS SDK is based on FreeRTOS and has open source software on Github. FreeRTOS
SDK is based on FreeRTOS, a multitasking OS. You can use standard interfaces to implement
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resource management, execution delays, interprocess transfer interaction and synchronization, and
other solutions that are targeted at performing specific tasks. The RTOS SDK provides a package that
provides an interface to the BSD Socket API. Users can directly use the Socket API to develop
software applications; Transfer applications from other platforms that use the Socket API to ESP8266,
reducing the training costs incurred by changing the platform. The RTOS SDK includes the cJSON
library, which simplifies the processing of JSON packets. RTOS is compatible with non-OS SDK in
Wi-Fi interfaces and system interfaces, but does not support AT commands.

The Arduino API for ESP8266 was developed on the basis of the ESP8266 SDK, using name
consent and the overall functional concept of the Arduino library.

This API consists of several libraries, each of which is designed to simplify the development
of software for ESP8266, logically combines low-level SDK features.

Thus, the Arduino API for ESP8266 greatly simplifies and accelerates the development of
software for the ESP8266, combining low-level actions.

Subjects of the study. Botnet will have the structure of a typical botnet, as in Fig. 1, with one
exception—in our botnet there will be only one handler that will interact with all the bots.

Subjects to be involved in the implementation of a denial of service attack:

The processor is the main element of the botnet. It will scan available APs and give the user
(administrator) the ability to select the network to be attacked. It will also collect all the information
needed for the attack to access the AP and send it to the bots.

The bot is the device that will carry out the attack. After receiving information from the
handler, he must prepare the deactivating frames and start sending them, as well as the fake Beacon
frames, so that when trying to re-connect, the client did not have the correct AP information.

Administrator is the person who manages the processor. Admin role—select the network to be attacked.

The AP in the work of the botnet does not accept participation.

Client is a device connected to an AP. Will receive from the bots counterfeit frames
deauthentication on behalf of the AP [5-10].

The algorithm of the botnet operation. In general, the algorithm of the work consists of the
following steps:

— Finding AP s in the reach of the handler.

— Select the AP to be attacked.

— Detect devices connected to the selected AP.

— Transmission of information about the AP and its clients, as well as additional information
to the bots.

— Formation of bots of frames de-authentication.

— Beacon deactivating packets and fake frames cyclic submit.

Hardware preparation. ESP-8266 ESP-01 from Espressif
Systems was chosen as the hardware platform for bots (see Fig. 2).

ESP8266 ESP-01—a Wi-Fi module used in projects requiring
high-speed wireless transmission between different project objects over
Wi-Fi, for example, between a controller and a sensor located at a el
distance or in an inaccessible location, etc.

Can be used in security systems, remote control systems, home
automation systems, telemetry systems.

ESP-01 is equipped with PCB antenna, the reception /
transmission range can reach 400 meters.

Therefore, as the voltage required for the module is 3.3V, if the
voltage is applied above, the module will fail. Therefore, to use the
module, you must first connect the linear power supply AMS1117 to - r
3.3V (see Fig. 3). The connection scheme of ESP-01 to AMS1117 is  Fig. 2. ESP8266 ESP-01
shown in Table 2.

NodeMCU was selected as the handler. NodeMCU—the platform for creating IoT devices
based on the Wi-Fi module ESP8266 (ESP-12E). NodeMCU (see Fig. 4) has integrated GPIO, PWM,
IIC, 1-Wire, ADC interfaces. There is a USB-UART converter that allows you to program the card
using Arduino IDE or Lua.
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Table 2. Connection scheme ESP-01 to AMS1117

ESP-01 AMSI1117
GND GND
CH PD Vout
Vcc Vout

ISSN 2518-167X

Fig. 4. NodeMCU

Preparing for an attack. In order to start the attack,
you must connect the handler and the bots to the power
supply. It should be noted that it is possible to include them in
advance, boots after the inclusion will expect a connection
with the handler.

From the beginning, the handler creates an AP to
which the administrator and the bots connect, which will then
receive the task from the handler. After that, the handler
launches a simple web server, using which administrator will
be able to select an AP to attack. For each request that needs
to be processed, you need to set a separate function.

The administrator can connect to the AP created by
the handler (by default—esp ap) and go to the browser on
192.168.4.1. As a result, the administrator will see a page
similar in Fig. 5

Identify AP clients. In order to find AP clients, we
need to move the handler to monitor mode. This can be done
using the wifi_promiscuous_enable function, and although it
says in the title that it activates the decrypting mode; it will
activate the monitor mode. In addition, before activating this
mode, we need to specify the function to be called when the
handler captures the data packet. She will check the received
package and add the recipient to the client list only if the
package meets the following conditions: it is sent by the AP,
it is sent not to broadcast and not to multicast.

When the crawl is complete, we will get a client list in
clients_list and everything will be ready to send the bots to the task.

eesec Vodafone UA F & 12:56 @ 79 71%
192.168.4.1 v
restart esp8266 )

choose network to attack

OF8:DI1:11:CE:A4:40 132
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(O60:E3:27:26:DE:60 134
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(OF0:7D:68:98:03:92 HOUSE

(O 10:FE:ED:C0:9E:5E ovechkin

duration of attack 120 |
connected devices: 1
192.168.4.2

a0:d7:95:€2:36:f5

m m O
Fig. 5. Page to select the access
point to be attacked

Transfer task to bots. After the handler has formed a list of AP clients, he needs to send the
bots all the information they need to start the attack. This information is sent using UDP, as this is the
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casiest way to transfer plain text between devices in the same network. To create a packet with
information about the attack, we will use the template shown in Fig. 6

channel channel time time clients clients SSID SSID MAC | MAC1

len len num len num len AP

Fig. 6. The structure of the UDP sent to the bots

List of fields:

— channel len—number of characters in the channel.

— channel—the number of the channel on which the AP operates.

— time len—number of characters in time.

— time—the duration of the attack in seconds.

— clients num len—number of characters in clients number.

— clients num—number of clients.

— SSID len—the number of characters in the SSID.

— SSID is the network name.

— MAC AP—MAC address of the AP.

— MAC—MAC address of the client.

Formation of deactivating frames and start of attack. All this time bots were waiting until
the handler sent them a packet with the information necessary to carry out the attack. After receiving
this package, each bot disassembles it and generates the same access list client that was in the handler.
Further, on the basis of this list, each bot generates a new one, which does not already have MAC
addresses stored, but the deactivating frames that will be sent to point clients on behalf of the AP.
Deauthentication frames are formed by the deauth frame function.

Also, behind the scenes of deauthentication, bots send fake Beacon frames generated using the
AP SSID, and the rest of the information is generated accidentally. To create a Beacon frame, the
sendBeacon function is used.

Therefore, if the user of the disassociated device tries to reconnect to the AP again, it will have
incorrect information about it, so it will not be able to connect again.

Test bench. To test the botnet's performance, a test bench was created, also based on
NodeMCU with OLED display SSD1306.

This bench can work as a repeater to build or test the stability of IOT wireless systems. It
connects to an AP whose parameters are predefined. If there is no connection, the test stand simply
displays the devices connected to it in real time. All information is displayed on the connected OLED
display, as shown in Fig. 7.

Fig. 7. Test bench

Conclusions. In today’s realities it is very important to pay special attention to computer
security regardless of whether you are the administrator of a large corporate network or a simple
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computer user. Technologies aimed at the theft of confidential data or violation of the normal
operation of various services are developing faster than the means of their protection; malicious people
do not obey any rules, do not adhere to standards, they achieve their goals in any way. The switch
from solitary abandoned service to distributed distributions is a great proof: hackers capture other
people's devices and use them for their own purposes without the consent of the owners. Therefore, to
defend itself from such an enemy to follow the basic rules of protecting computer systems is not
enough, it is necessary to provide a comprehensive protection of their system.

This paper was considered one of the main security threats on the Internet—denial of service
were given a comprehensive overview and classification of DoS-attacks and countermeasures types
and is designed to implement wireless botnet attacks to denial of service.

Particular attention is paid to wish that the developers ESP8266 SDK, on which is built the
botnet is now understood that the ability to send any personnel management can be dangerous, and can
be used to do harm. That is why the new versions of the ESP8266 SDK no longer have this capability.

After many tests, one can definitely say that the system is working properly. An important
point is that the system can be scaled up by increasing the number of bots or by reducing, leaving only
one. If one or more bots are outside the reach of the handler during the attack, it will not affect the
work of other bots and the handler (they will wait for the connection). In addition, it should be noted
that during the attack, you can change the AP to another, starting a new attack.

However, when searching for AP clients, some devices may remain unlabeled if they do not
actively exchange data from the AP at the time of scanning, for example, if it is a smartphone in
standby mode. Tests have shown that the more active the data exchange with the device with the
device, the greater the likelihood that the device will be disconnected from the AP.
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Introduction. When training translators and interpreters in order to form their professional
competence in the scientific and technical translation/interpreting, it is necessary to take into account
the knowledge, skills and abilities that are included in the basic translators' and interpreters'
competencies: bilingual, extra-linguistic, translation, personal and strategic, which together forms the
professional competence of future translators/interpreters. The professional competence of the future
translators/interpreters is also improved within continuing professional development (CPD).

A modern specialist lives and works in a stream of professionally meaningful information,
which should be perceived, comprehended and interpreted. Terms of professional activity for future
translators/interpreters undergo sustainable changes. Nowadays the requirements to the qualification
of a modern specialist became higher. Therefore, translators/interpreters training system is facing one
the primary tasks to assist the future translators in recognition of their professional activity prospects.
Future translators/interpreters have to be prepared for autonomous life-long learning. An important
ability of the specialist is to think independently, to search for the new knowledge, as well as the
ability to solve problems and apply practically gained knowledge. The enhancement of the
professional training efficiency as well as students' autonomous work is connected with the self-
directed learning, self-instruction and learning to learn abilities [4; 6].

To become a highly-qualified specialist translator/interpreter goes thought the complex and
hard way of development. It prepares him/her for the professional activity prospects, professional
activity assimilation, professional skills improvement and adaptation. University studying is one of the
first steps for future translators/interpreters towards the continuing professional development and life-
long learning. It also the first step towards the awareness of prospects in future profession. Within the
continuing professional development the University studying process in student's life is considered not
only as a stage of adaptation and preparation for future professional activities, but also as a stage of

22 6(24), Vol.1, June 2018 https://ws-conference.com/webofscholar



Web of Scholar ISSN 2518-167X

self-awareness, professional determination, comprehension of career perspectives, searching for ways
to implement their capabilities in the profession of translator/interpreter [1; 3].

The works of many native and foreign researchers (M. Abreu (2001), E. Klimov (1996),
A. Kronik (1982), J. Nuttin (2004), M. Payshaw (2002), N. Pryazhinikov (1999)) are devoted to the
investigation of the professional activity prospects awareness. It is believed that the future professional
activities prospects can be highly realized only as part of a coherent temporary perspective of the
future and considered within the living space or so-called psychological field. Today, the prospect of
future professional activity is considered as a coherent picture of a professional future, based on the
value of a specialist who has his/her own motivational dimension, which leads future
translator/interpreter to the performance of tasks in the field of career [1; 2; 4].

In the motivation theory suggested by J. Nuttin [5], the motivational functioning is considered
through the criteria of the temporary axis, the process of defining goals, such as the remoteness of the
prospects for future professional activities, the relationship between the time and content categories,
the attitude to time and orientation in it.

The subjective organization of a future translator/interpreter activity forms a motivational
dimension that influences certain spheres of its development that cognitively and affectively
contributes to the formation of a number of instrumental and research competencies and activities in
the field of the career development. It includes making a choice throughout life, cognitive and
behavioral responses to stressful situations, psychological integration of various personal and social
phenomena that influence decision making.

J. Nuttin defines the stage of career planning as one of the components of the professional
activity prospects. That is why the study of professional plans for future translators/interpreters is
closely connected with the issues of their professional development and life-long learning. The
emphasis on the design and implementation of personal plans is necessary for future
translators/interprets to answer the questions: how cognitive and motivational factors underlying the
setting of new goals, the search for a self-regulation technique and the analysis of action plans, can
direct and organize the functioning of professional behavior in several contexts. There is no doubt that
the motivational, emotional and structural characteristics of translators/interpreters' awareness of
future professional activities influence the processes of self-regulation and continuing professional
development.

The main idea of continuing professional development training is the concept of lifelong
learning and «RISE» concept. That means recognition, imposition, self-improvement, and enjoyment.
Let's consider the main ideas. First of all translators/interpreters recognize that CPD might bring them
financial reward and respect from their colleagues or even promotion. In some translation companies
the requirements for CPD may be imposed by the employer. Sometimes translators/interpreters may be
awarded with some benefits. Professionals dealing with translation/interpreting in scientific and
technical domain know that knowledge and skills should be improved very often as far as the world of
science and technology is highly robust. All in all translators/interpreters may just enjoy participating
in CPD activities, sharing their knowledge, and gain new experience. All of the above-mentioned
components are considered as the driving forces of professional development of a specialist [2; 6].

The purpose of CPD is to raise the future translators/interpreters' awareness of the need for
continuing improvement of professional qualities. Except fundamental subjects, students should be
provided with special training courses. The objectives of such training courses are to provide future
translators/interpreters with information on opportunities for professional development in the field of
translation and development of their responsibility for professional decisions.

Research results. The scholars consider three approaches to designing and realizing of the
professional activity prospects. There are ecological system paradigm, narrative-hermeneutical
paradigm and constructivist paradigm. The main task of them is to determine the content for the
subjective career processes constructing. In accordance with the paradigm of constructivism, the social
design of professional behavior enhances temporary integration by establishing cognitive relationships
between decisions made in the present time, choices made in the past, and opportunities provided by
the future. The narrative-hermeneutical paradigm is realized by formulating actions and uses a
methodological scheme. It takes into account the future consequences of the current actions of
professional choice, whether they are desirable or not. The ecological system paradigm is the
memories of the past and the images of the future. It is presented by both of them — the origin and the
cause of the affective and cognitive-symbolic attraction to the virtual, spatial and temporal zones. In
the framework of the last paradigm, the continuing professional development takes the main place.
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To be prepared for the life-long learning future professionals have to possess skills and
abilities of a temporary life perspective designing, picture of future professional activities designing
and opportunities in continuing professional development.

The outlook of the future translators/interpreters' professional activity has its own structure. It
includes such components as awareness of the fair work, the need for continuing professional
development, a general understanding of the socio-economic situation in the country and the
prediction of its change. It also includes the knowledge of professional activity special aspects, the
purpose of the professional activity and its coordination with other important life goals. Future
translators/interpreters could be able to set the primarily professional goals (define stages and ways of
the goal achievement). They might possess knowledge about international requirements to the level of
their professional activity, knowledge about the translators/interpreters' role, his/her duties and
responsibilities, etc.

The analysis of various aspects of life perspectives within the scope of future
translator/interpreters' professional development allows to determine their key components. There are
the value-semantic bases for the design of professional perspectives, the events saturation, the
instrumental and target content, the emotional background, and the nature of behavior. The last is
important when future translator/interpreters design and implement professional activity outlook.

All that aspects should be taken into account during continuing professional development
training courses. During training future translators/interpreters get into groups and watch presentation
about sight translation. They ask and answer questions about the possibilities of continuing
professional development. Then they work individually. Students identify the tools for
translators/interpreters' professional development (see Table 1).

Table 1. The tools for translator/interpreter professional development

Content for my professional development portfolio
Formal Samples Feedback Professional development Reflections
documents documents
Qualifications Materials you | Feedback from supervisors, | Record of guidance you |Thoughts following
have created mentors or peers have given to a colleague observations

It is better for facilitator to explain the meaning of some tools. For instance, the difference
between formal documents, samples and qualifications or between feedback and reflection should be
clearly illustrated. It is preferably to engage students into discussion about the extent to which the
proposed professional development tools are effective.

To make the discussion more dynamic students may be given the patterns, which may help
them during discussion. See Table 2 and Table 3.

Table 2. Patterns for agreement

Strong Agreement Neutral Agreement Partial Agreement
I completely agree. I agree. I would tend to agree with you on that.
I agree entirely with your point of | I think we are in agreement I agree with you on the whole, but it
view. on that. could be said that...

Table 3. Patterns for suggestion

Strong Suggestions Neutral Suggestions Tentative Suggestions
I strongly recommend that... I propose that... I would propose that... If I may
I suggest most strongly My proposal is that... make a suggestion, we could...
that...

At the end of the discussion everybody in the group has about 2-3 minutes for reflection. The
main points are:

1. What is the most important information I have got today?

2. What I would like to know more about?

3. What I am ready to share with my classmates?
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Conclusions. Consequently, the continuing professional development is considered as the
powerful tool in translators and interpreters training. The motivation theory takes the main place in the
CPD. The CPD is more effective within the ecological system paradigm. The professional
development portfolio creates opportunities for translators and interpreters. It is flexible and provides
new solutions for the life-long learning.
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Benenue. Unreal engine — mpoxykt komnanuu Epic Games, KOTOpbIi MOJEPHU3HPYETCS C
1998 roma, 1o cux Top mony4aromuii oOHoBIeHus. [lepBbie Bepcry MMenu HeOOJBION (BYHKIIMOHAN, HO
JUIsL TOrO BPEMEHH HEKOTOpbIE BOBMOXKHOCTH JIBMDKKA OBLIM BIICUATISIIONIAMH, TAKUE KaK 3epKabHBIC
TOBEPXHOCTH M UCTIONI30BAHNE BHYTPEHHEH CTOPOHBI OOBEKTOB, ISl HAJIOXKEHUSI TEKCTYP.

C xaxJ0i HOBOHM Bepcuel N0OaBISUTMCh KaK (YHKIMOHAIBHBIE MOIYIH K CAMOMY IBHIKKY
(BO3MOYHOCTB HCIIONB30BaTh MUKPO(QOH JUTS OOIICHHUS, UCIIONB30BaHHE KUAKHX MMOBEPXHOCTEH), TaKk
1 JIOTIONTHUTENIbHBIC BO3MOXKHOCTH JUTSI PEIaKTUPOBAHMS U CO3/IaHUS B Cpeie pa3paboTKy.

PesyabTarel M o0cy:kaeHume. AxTyanbHOM Bepcueit sisiercs Unreal engine 4. On
pacipocTpaHseTCs M0 YCIOBHO-0CIUIATHOM JuIieH3uU. JIF00O0# KeTarolmii MOXKET YCTaHOBUTD €ro cede
Ha KOMITBIOTEP M TOMpPoOoBaTh celds B paspadorke urp. OmHAKO MOIb30BaTeNb OyaeT 00s13aH OTYMCIIAThH
5 % noxoa oT pa3pabOTaHHBIX TPHIIOYKEHHM, €CITH TOXO/ OT UTPhI 3a kBapTai npessiaet 30008.

B mocnemHux BepchsX TPUCYTCTBYET HMCUEPIBIBAIOIINN HAOOp MHCTPYMEHTOB pa3paOoTKH
npUIoKeHUH. MIHCTpyMEHTHI rpadu4ecKoro MOyl MO3BOJSIOT ACTAILHO MPOpadaThIBATh TEKCTYPHI
W TpoekTupoBaHue ypoBHeW. [IporpammmupoBanue crenapues, ckpuntoB, M B Unreal engine
BO3MOXHO Ha C++ o Ha cxemMaTHYecKOM, BU3yaJbHOM sI3bIKe MporpaMMmupoBanus Blueprint. Ecth
BO3MOXKHOCTh Pa3padaThiBaTh MPHIIOKEHUS Uil TEXHOJOTMU BUpTyanbHOW peanbHOocTH (VR). st
B3aMMOJICUCTBHS C APYrHMHU paszpaboTumkamu, npucyrctByer Unreal Engine Marketplace. C ero
MOMOIIBIO OJIMH W3 Pa3pabdOTYMKOB MOXET MPHOOpecTH HEoOXOAWMBIE TAaKEeThl TEKCTYp, KapT,
aHMMaIid, MOJIeNiell TepcoHaXkeld W OKPYKEHHsI, 100 HaoOOpOT, CKPHITHI JJISI MCKYCCTBEHHOTO
WHTEIICKTA WA CKPUIITHI CIIOXKHBIX B3aUMOJICHCTBUI 00BEKTOB MEXITY COOOM.

[lpu mocTpoeHUM ypoOBHS, pPa3pabOTUYNK MOMKET HCIONb30BaTh WHCTPYMEHTBHI pabOTHI C
nanamadToM, a TaKkKe JoOaBIATh Ha KapTy 3JIEMEHThI OKPYKEHUS, 00BEKTHl OCBEICHHS, HCTOYHUKN
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3ByKa, MMO3MIIMK TIOSIBJICHUSI MTPOKOB WM TepcoHaxkedl mon ympaeinennem WU mepersiruBaHueM uX ¢
MaHeln Ha pa0bo4yro 00J1acTh.

OOmmpHBIi Ha0Op aHWMAIMOHHBIX MHCTPYMEHTOB IMO3BOJIIET HM3MEHATH MEPCOHAXKEH U
HACTPaMBaTh WX JIOCTATOYHO JICTAILHO, M3MEHSIS HE TONBKO BHJI IIEPCOHAXKA, a TAKXKE ero aHHMAIHH,
CKEJIETHBIH KapKac U COCTOSHUSI.

CToUT OTHENBHO BBIACIHTH peNakTop MartepuanoB. [laHHas (YHKIHS TIO3BONSET MEHSThH
CBOMCTBO O0BEKTAa M M3MEHATH €ro BHEIIHMM BUA. B pemakTope MarepuaaoB M3MEHSETCS 3aTCHCHHE
0o0beKTa, ero MaTOBOCTh WIIM TJISIHEI], B3aMMOJICHCTBHE C OcBelleHHneM. [lomyduBinuiics maTepuan
MOXHO OYJeT HCIOJNIb30BaTh Ha OOBEKTaxX pPa3nYHONW (QOpMbI, 0€3 HACTPOHKH MOBTOPSIFOIIMXCS
CBOWCTB, YTO YCKOPSIET pa3paboTKy.

Tax ke Mmo/yIepKUBaeTcsl CUCTeMa M3MEHEHHsI KauecTBa u300pakenus. Vcrnonb3ys MeHbIme
napaMerphl JieTaln3aliy, Maciitaba MpOpUCOBKH, paspelleHre TEKCTYp, MOKHO CHH3HTh HArpy3Ky
HAa IMOTEHIIMAIILHO c1a0ble KOMITBIOTEPHI, JUIsi 00Jiee BEICOKON MPOU3BOIUTEILHOCTH.

Unreal Engine npenocrasnser q8a meroaa nmporpammuposanus: C++ u Blueprints. Mcnonb3ys
C++, mporpammucT a00aBisieT 6a30BbIC CUCTEMbI TeMILIES, KOTOPBIE 3aTEM MOXHO HCIONb30BaTh
MIPH CO3J]AHUN KaKOTro-TM00 YpoBHsI B UTpe. J{JIsl 3TOro mporpaMMHCT HCIIONB3YeET JTII00YI0 CTOPOHHIOIO
IDE ¢ nognepxxkoii C++ (o6sraao Microsoft Visual Studio nim Apple Xcode, 3a cuer BO3MOKHOCTH
unTerpamnun ux B Unreal Engine).

Hcnonk3yst cxemaTudeckuil s3bIK TporpammuipoBanusi Blueprints, tpeOyercs rpaduuecku
MPEACTaBUTh BO3MOXKHBIC B3aMMOJICHCTBUSI M clieHapuu Wrpbl. Pabora ¢ Blueprints 3akmrouena B
WCTIONb30BaHMKM WHTep(delica Ha OCHOBE VY3JI0B M CBsI3ed Uil ONWCAaHHUSA JIOTUKA WIPOBBIX
B3aMMOJICUCTBUI M, B WTOre, mporecca B nenoM. API-untepdeiicel urpoBoro mporecca U Kiacchl
(dpeliMBOpKa JOCTYIHBI JUIi O0EUX ITHUX CHUCTEM, KOTOpPbIE MOTYT HCIIONb30BATHCS OTIENBHO, HO
JEMOHCTPUPYIOT CBOIO HCTUHHYIO CHITY TIPH MCIIOJIb30BAHUHU B COUETaHUH JIPYT ¢ APYyroM. [1]

JJist TeCTUPOBAaHUS M OTJIAJIKU MPEJOCTABIICHBI HECKOJIILKO PEKUMOB 3aIycKa MpUIoKeHus. B
Unreal engine ecTh BO3MOXHOCTh HE TOJBKO TECTHPOBATH IPOEKT IEIUKOM, & TAaKXKe TECTHPOBATH
KOHKPETHBIH CIIeHapuii, TeCTUPOBATh OTACIBHO T'PapUUYecKyr0 COCTABISIONIYIO KapThl, HE 3arpyKas
npu 3ToM Koj u anroputmbl UM. Kpome TOro, ectb BO3MOXHOCTH TECTHPOBAHHS CETEBOI
COCTABIISIIOIICH O€3 UCIONB30BaHMS cepBepa U COOPaHHBIX MPOTOTUIIOB MporpamMmel. IJist TOro ecth
OT/ICNBHBIA PEKUM TECTHPOBAHHUS, MPEAIONIAraloNIMi BEIOOP KOJMYECTBA MOTCHIIMAIBHBIX UTPOKOB,
3aIlyCKarolMi CBOW BBIJIEJIEHHBIN CEpBEp.

Pa3paboTrka mpHIIOKEHUH MONICPKUBACTCS Ha MHOKECTBO COBPEMEHHBIX IIaT()OpM, Takue
kak Xbox, Xbox 360, Xbox One, GameCube, Wii, Wii U, PlayStation 2-4, PlayStation Portable,
PlayStation Vita, i0S, Android, Nintendo Switch, Windows 10.

Ha odunmansaom caiite Unreal engine nocTynHa jaeranbHass uHbopMalus o pabore ¢
Ka)X/IbIM KOHKPETHBIM MOJIYJIEM M SI3BIKOM MPOrpaMMHUpPOBaHHMs, HcHonb3yeMoMm B Unreal engine, 4to
MO3BOJISIET MPEIOTBPATUTh W YCKOPUTH MOWUCK pElIeHHs OMMUOOK. Tak jXe B 3TOM IIOMOTaeT
obumansHbIi Gopym.

BuiBoasbl. Unreal engine siBisieTcsl KOMIUIEKCHBIM MHCTPYMEHTOM C BBICOKHM TIOTEHITUAJIOM.
OH oOjamaeT MHUPOKMM HAOOPOM METOAOB Jjisi pabOThl HAJ BCEMU acleKTaMu pa3padaThbiBacMOi
nporpamMMel.  [IpucCyTCTBYeT BO3MOXKHOCTh —JIMHAMHYECKOTO HM3MEHEHHsI MHpa, OINHCAaHUS
B3aMMOJICHCTBHI 00BEKTOB, CKPUITTHHT, HACTPOWKA OCBEIIEHHS U MICTOYHHKOB 3ByKa. Pabora ¢ Unreal
engine MO3BOJIsIET pa3pabaThiBaTh KPOcCIUIaTGOPMEHHbBIE TIPUIIOKEHHS PA3THYHOMN CII0KHOCTH, B TOM
qrciae HE TOINBKO WIPhl, HO M TPOTpaMMbl MOJCITUPOBAHUS IPOIECCOB WM  O0yYaromue
WHTEPAaKTUBHBIE TporpaMmbl. Ceiiuac JaHHBIM JBIKKOM TIOJNB3YIOTCS pasiHyHbIe pa3pabOTYHKH,
npuuéM Kak pa3paboTUHKH-OJMHOYKH, TaK U HEOOIBIINE TPYIIIbI pa3padoTIYNKOB.
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Beenenue. [Ipy KOMIUIAIIUNA UCXOHOTO TEKCTA MPOTpaMMBbI, HAMMCAHHON Ha Java co3maercs
(aiin ¢ pacmmpeHueM «.classy ¢ TakuM e UIMEHEM, KOTOPbIH COACPKUT OalT-KOJ, ¥, B JaJbHEUIIIEM,
otnaercs Ha ucnonHenre JVM (java virtual machine). JVM — BupryasnbHas MamimHa, OCHOBHAS 4acTh
KOTOPOH MCIIOJIHACT OalT-KOJ MpeaBapUTEIbHO CO3MaHHBIA M3 MCXOAHOrO TEKCTa Java-mporpaMMbl
KOMITHJIATOPOM. bBaiiT-kojx MOXKHO HCIONB30BaTh Ha MHOTMX IUIaThopMax, TaK KaK CYIIECTBYIOT
pasnuunbie peanuzaun JVM (s Windows, Linux, MacOS, Android u Tak nanee). DT0 1Mo3BoJIseT
pCain30BbIBAThH OAHO M3 TJIABHBIX IIPECUMYIICCTB sA3bIKA Java - «CKOMITMJIMPOBAHO OOHAXBI,
3amyckaercs Besney». CylecTByeT 00JbIoe KOJIMIecTBO uMiuieMenTanuii JVM, takux kak: HotSpot,
OpenJ9, JRockit, Dalvik. Takxke ects cnennpukanus, B KOTOPOH OIMHMCAHO KaK IMPOM3BOJUTEIIH
JIOJDKHBI  peajn3oBbiBaTh cBoM JVM, B 3TOH cTaThe Mbl OyJaeM OTTaJKWMBAaThCSA OT JIAHHOM
crienuduKaImy 1 oT crennpukanum, kotopas onucsiBaer The Java HotSpot Virtual Machine, a Taxke
ot Java Bepcuu 9.

Pe3yabTaTthl u o0cy:kaeHue. BupTyanpHas mammba — MporpamMma, HamucaHHAsS Ha CMECH
s3pikOoB C/C++. OHa, fABJSISICH MEXaHHM3MOM BBINTOJHEHHUS OalT-KoAa Java mpemocTaBiisieT CpencTBa
BBIITOJIHCHU A Java, TaKMC KaK CHHXPOHMH3AIUA ITOTOKOB H 06’I)eKTOB B PAa3JIMYHBIX OICPAllMOHHBIX
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CUCTEMAX U apXUTCKTYypax. Omna BKJIIOYa€eT B ce6;1 JUHAMHUYCCKUE KOMITUIIATOPBI, KOTOPBLIC aJAalITUBHO
KOMITHJIMPYIOT 0alT-KOJ Java B ONTUMHU3UPOBAHHBIC MAIIMHHBIC HHCTPYKIIUU U YIIPABJISIOT 001aCThIO
namMsTi heap ¢ momoripio coopirka Mmycopa (garbage collector).

Korma 3amyckaercs mporecc Java orepainuoHHas CHCTEMa BBIACIACT HEKOTOPYIO 00JacTh
MaMsATH, pacrpenenenueM kortopoi 3anuMaerca JVM. C TOUkd 3peHUs ONepariioHHON CHCTEMBI, 3TO
Takoi ke mpouecc, kak 1 Word, Excel unu Skype. Ecim ydects, 4To B mporecce BBITIOIHASTCS OJWH
MOTOK, TO Tpaduuecku 3Ty 0071aCTh MOXKHO MPEACTaBUTh TaK, KaK MOKa3aHO Ha PUCYHKE 1.

Jaaum ornrcanue o0gacTel maMsITH:

— Stack — Kaxnaplii MOTOK UMeEET CBOIt

CTeK, KOTOPBI CO37aeTCsl B TOXKE BPeMs, KOT/Ia JVM Memory Model

cozmaercsi mMOTOK. CTeKk comepkuT (permsl, (single thread)

KOTOpbIC CO3[AlOTCS MPU  KaXKIOM BBI30BE

MCTOJIa M XpPaHAT JIOKAJIbHBIC IICPEMCHHBIC U

MPOMEKYTOYHBIE  PE3yJIbTaThl, BO3BPAIIAIOT Stack Heap

3HAa4YCHHU A JUISL METOO0B u BBI6paCBIBaIOT

WCKIIIOYEHHS, €ClTi 3TO Heobxoammo. Dpeiim

paspyiuaercs, Korza BBI30B Meroza

3aBepIacTCs, HEBaXXHO  SIBIISICTCS  OTO

3aBEPILEHUE YCIIEIHBIM UIIH ¢ HCKITFOYEHHEM. Method PC
Hwuxe npuseneH npumep Koja: area counter
public class Memory {

public static void main(String[] args) {
main(args);

}

Ero pesynbratom Oyner uckiatouenue StackOverflowError, moroMy 4To 3TOT KO O€CKOHEYHO
BBI3bIBACT caM ce0sl, COOTBETCTBEHHO MaMsTh B CTeKe 3akaHumBaeTcs. CyIIeCTBYIOT BO3MOKHOCTH
YBEIMYHUTH pa3Mep CTeKa, JJIsl 3TOr0 He0OXOAMMO TPH 3aIyCKe 100aBUTh apryMEHT Uil BUPTYaJIbHOM
MammHbl —Xss1024k. DTo ycraHOBUT pa3Mep cTeka paBHBIM | MerabaiTy.

— Heap — co3maercs B MOMEHT 3allyCcKa BHUPTYaJbHOH MalIMHBI, 3TO 00JacTh MaMSATH B
KOTOPO#l XpaHATCS BCE CO3MAHHBIC B MpoOIecce PabOThI MPOrpaMMbl CCBUIOYHBIC THITbI JaHHBIX. OH
CYILIECTBYET TOJBKO OJMH M PA3ICIICTCSd MEXKIY BCEMU MOTOKAMH, CYHISCTBYIOIIMMHU B IPOrpaMme.
Jnst ouricTku OT Oojiee HEHMCIOIb3yeMbIX OOBEKTOB (T€ OOBEKTHI, HA KOTOPbIE HUKTO OOJblle HE
CCBUTAETCs) MCIOJNIb3yeTcsi cOopik Mycopa (garbage collector). Heap cocToMT M3 YacTeid, KOTOphIE
MIPEJCTaBJICHBI HA PUCYHKE 2:

Puc. 1. I'pagpuuecrkoe npeocmaesnenus
pasoeneHus namamu 6Hympu 00OHONOMOYHO20
npoyecca Java

Heap

Young generation Old generation

Eden space Survivor space Tenured space

Puc. 2. Pazoenenue obnacmu namsimu heap

Young generation — 001acTh I/ie 00BEKT HAXOAUTCS KOPOTKHM EPUOJ] BPEMEHH U JCTUTCS Ha
JIBa TIPOCTPAHCTBA:

1. Eden space — B 3TOM NpOCTPaHCTBE BBIACISETCS MaMATh JJisi OObEKTa IPH CO3JAHUHU
UCIIOJIB3YSI KITFOUEBOE CIIOBO NEW.

2. Survivor space — MPOCTPAHCTBO MUCHOIB3YETCS JUIS XPaHEHUSI 00BEKTOB KOTOPBIC BBIKUIIH
nocie coopku Mmycopa B mpoctpancTee Eden.

Old generation — 06s1aCTh JJIs1 XpaHEHHUS 00BEKTOB KOTOPBIC BEKHIIN TIOCIIE COOPKU Mycopa B
Young generation. Bkiouaer:
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1. Tenured space — comepXUT OOBEKTHI KOTOPbIE BBDKHIIM TOCIE MHOTOKPATHOH COOPKH
Mycopa B Survivor space.

OOnacTh mamsATH heap pa3jencHa Ha TakMe YacTH B CBS3U ¢ pabOTOi cOOpIIMKa Mycopa
(garbage collector). On ommpaercs Ha TOT (hakT, YTO B OOJNBLIIMHCTBE MPOrpaMM MOJABJISAIOIICE
OONBIIMHCTBO 00BEKTOB (dacTo Gosiee 95 %) oveHb HETOATrOBEYHBI (HAIIPUMEpP, OHU HCIOIB3YIOTCS
KaK BPEMEHHBIC CTPYKTYpBI JaHHBIX), & OCTAIbHbIC OOBEKTHI JKUBYT JOBOJBHO MPOJOIKUTEIBHOE
KonmuuecTBo BpeMenHn. B coBpemennoit JVM HotSpot momaepkuBaercss nmapaiiedbHBIH COOPIIHK
MyCOpa B HEM TpaCCHPOBKa U KOIMUPOBAHUC JKMBbBIX O6’LCKTOB BBITITOJIHACTCA HECKOJIBKUMH ITIOTOKAMH,
paboTaromumMe napauiensHo. [Ipu mepemenieHnr OOBEKTOB OH MBITACTCS COXPAHHTh CBSI3aHHBIC
O6’LCKTBI BMECTC, UTO NPUBOAUT K TOMY UYTO CBA3AHHBIC O6’LCKTBI pacmojararoTcsa B naMAaTH PSAI0M.
OObBeKThI, KOTOPbIC BBDKHBAIOT TOCIEC COOPKM Mycopa B OIHOM IPOCTPAHCTBE, MOMEIIAOTCS B
MPOCTPAHCTBO HA ypPOBEeHb HIKE. TakuM 00pa3oM BBDKUBIINE OOBEKTHI MEPEMEILIAIOTCS U3 young
generation B old generation.

Hwuxe npuBeaeH npumep kKoza:

public class Memory {

public static void main(String[] args) {

Object ref = new long[Integer MAX VALUE / 2];

}
}

PesynbratoM paboThl JAaHHOIO KOJa HA CPEAHECTATHCTHUYCCKON MAIlMHE OYJeT MCKIIIOYCHHE
OutOfMemoryError, moToMy 4YTO JaHHBIA KOJ IBITACTCS CO3AaTh MAacCHB JaHHBIX long (8 OaiiT)
pasmepom ~ 1.070.000.000. Dto Tpebyer mnpumepHo 8.560.000.000 OalT maMsATH, YTO PAaBHO
8560 merabaritam. CylecTBYIOT ceIyroNre KOMaH bl sl KOHQUTypaluu pazMepa Ky4u:

1. —Xms — ycTaHaBIMBaeT HAYAJIbHBINA pa3Mep Ky4H;

2. —Xmx — ycTaHaBJIMBaeT MAKCUMAJILHBIN pa3Mep Kydu;

3. —Xmn — ycTaHaBJIMBaeT pa3Mep young generation.

— Program counter register — Y kakIoro moroka ectb cBoi coOctBeHHBI PC register. B
J1000# MOMEHT ITOTOK MOYKET BBIMIOJHATH KOJ TOJIBKO OAHOrOo Merona. Eciu 3TOT MeTox He native
(T.e. METOJI, KOTOPBIN HAIMCAH Ha JPYroM S3BIKE MPOTPaMMHUPOBAHUS), TO PETUCTP COMEPIKHUT aapec
WHCTPYKIIUH, KOTOpasi BBIMOJHSIETCS B JAHHBI MOMeHT. Ecim meros Bce ke native, TO 3Ha4YcHUE
perucTpa He onpeseneHo.

— Method area — CymiectByeT Bcero oaHa 001acTh METOJOB JUIs BCEX IOTOKOB, B HeEw
XpaHATCA CTPYKTYphl KakKaOro Kiacca, MaHHBIE IMOJeH M METOAOB M KOI JUIT METOIOB M
KOHCTPYKTOPOB, BKJIIOUAs CIIEMaIbHBIC METOIbI MHUIMAIM3AIlNHN Kiacca, HHTepdeiica u dK3eMILIIpa,
a TaK)Ke CTaTHYECKUE MEePeMEHHbIC. DTa 00JacTh M3BeCTHA Kak Metaspace mnu Permanent generation.
Hauwnnas ¢ Java 8 sta obmacTb maMsTH MPH HEOOXOJUMOCTH JWHAMHYECKH pacimpsercs. Taxke B
aToi obactu Haxomutcst Run-Time Constant Pool.

YuuteiBas uHGOpPMaIMIO, KOTopasi Obljia JaHa BBIIIC U TO, YTO OOJBIIMHCTBO MPHIIOKCHHM,
HAIMCAaHHBIX Ha Java paboTaloT B HECKOMBKHX IMOTOKAX MPEACTABHM MOJENb  IaMsTH
MHOTOITOTOYHOI'0 IIPOIiecca, OHA HAXOIUTCS Ha PUCYHKE 3.

PaccMoTprM Ha MpHMepe KoJa KaK B3aMMOJICHCTBYIOT CTEK W 00JacTh maMsaTu heap:

public class Memory {

' public static void J(‘:n”:l:‘t"'lgg‘im::lzg';'
main(String[] args) {

inti= 21, Thread1 Thread2 Thread3

int = {10, 20, 30}; e
fhorts = 25: }
Object();ObJeCt object = new

}} Heap
Young generation ©ld generation
Kak ymommnanoch Beie, B [ermre | [ suviverooes ]
Tenured space
CTeKe XpaHATCS MPUMUTHBHBIC TUIIBI

JJAHHBIX, KOTOphIX B Java Bocemb
mryk: byte, short, char, int, long, Method area

float, double, boolean. Mcxoms wu3
sroro, dpeiim sroro meroma Gymer ~ Luc. 3.1} paghuueckoe npedcmasieHue pazoeneHus Namsimu

cojJiepKaTh J(Ba 3HAYCHUS TUIIA lnt u SGHYympu npoyecca Java ¢ HeckobKuUMU NOMOKAMU
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short U Tpu cchUIKM (BKJIIOYAs apryMEHT METO/a main) Ha OOBEKThI, KOTOPBIC XpaHATCS B Kyde
(MaccuB MPUMHUTHUBHOTO TUIA B Java 3TO TOKe 00beKT). ['paduueckoe mpeacTaBieHue HAXOAUTCS Ha
pucynke 4.

B Java 06’beKTBI nepeaaroTcda 1o CCbUIKEC, a IMPUMHUTUBHBIC TUIIBI JAHHBIX I1I0 3HAYCHUIO.
Paccmorpum ciiegyrommii Koz

public class Memory {

public static void main(String[] args) {

int number = 10;

int[] array = {10, 20, 30};

change(number, array);

System.out.println("Number: " + number + "; Array: " + Arrays.toString(array));

private static void change(int number, int[] arg) {
number = 100;

arg[0] = 100;
}
ConepxxuMoe (hpeiiMOB MPEICTABICHO HAa PUCYHKE 5.
Stack Heap Stack Heap
main() main()
args — > 11
—> ] 9 100
args
number = 10 [14, 20, 30 ]
i =21 > [10, 20, 30] array
array
[l change()
5=25
/ number = 100
object
arg
Puc. 4. Dpetin memooa main() Puc. 5. Cooeporcumoe ¢ppetimos memooos main() u change()

Pesynbratom paboTel mpuMepa Oyaer cienyromas cTtpoka: Number: 10; Array: [100, 20, 30].
Kak BuiHO B pe3yibTaTe, MepeMeHHas THIa int He U3MEHHMJIACh MOTOMY 4YTO B (peiim merona change
ObLIa TIepeiaHa KoIus TIepeMeHHOol. B ciydyae ¢ MaccuBoM, B METOJ MBI TTepealid CCBUIKY Ha 00BEKT
B Kyde, TJle pacloj0KeH 3TOT MacCHUB M YCIIEIIHO U3MEHWIM 3HaUeHNE HYJIEBOT O 3JIEMEHTa.

BuiBoabl. Takne TEXHONOTHH KaK COOPIIUK Mycopa M TUHAMUYECKOe pacipeacieHrue maMsaTH
CYLIECTBEHHO YIIPOIIaeT Mpollecc MPOrpaMMHUPOBAHMSA, HO 3TO MOXET CO3/1aTh WJUIIO3HIO TOTO, YTO
MPOrPaMMHUCTY BOMPOCAMU BBIICIICHUS W OCBOOOXJICHHS TaMATH BOOOIIe HE HAA0 YJICATh
BHUMaHus. Bo MHOrmx cllydasaX, CHUCTEMbl C AMHAMHWYCCKHMM BBIACICHHUEM IIaMATU 3HAYUTCILHO
OTPaHUYMBAIOT BO3ZMOXXHOCTH MPOTPAMMUCTA, CIOKHO PEau3ylOTCsl aJITOPUTMBI, KOTOpPbIE TPEOYIOT
HIPsIMOTO AOCTYIA K ONEPaTUBHOW MaMsITH. B HEKOTOPBIX cilydasx TaKHE CHCTEMBI IIPOUIPHIBAIOT U 110
MPOU3BOJUTEILHOCTH, M TI0 00bEeMY HMCIONb3yeMol namsatu. HecMotpst Ha 3To Java ycremHo 3aHsiia
CBOE MECTO Ha pbIHKe pa3paboTku [10.
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Beenenue. 21 Bek — Bek MH(POpMAaLMOHHBIX TeXHONIOrHiH. HeaapoM Tak roBopsT, Beab cervac
MPaBUT TEXHWKA, ¥ TOBAPOM BBICTyNaeT MHQOpMalwsi. B mgaHHBIT MOMEHT HE COCTaBHT HU KaKHX
npobjieM HaWTH Ty WIM HMHYO HHPOPMAaIHI 00 HHTEPECYIOIIeM MPEeIMETe WIH COOBITHH.
NudopManimoHHble TEXHOJIOTMHM KOCHYJIHCh aOCONIOTHO BceX cdep JeITEeNbHOCTH: TOPTOBIIH,
MEIMIIMHBI, CTPOUTENhCTBA, HAYKHM M BOGHHBIX CHJI. Tak k€ M3MEHEHHs KOCHYJIHCh M CHUCTEM
oOpazoBanus. To, Ha 4YTO paHbIE YXOIWIM 4Yachl, ceiiuac 3aTpadyuBalOTCs CEKyHJbl. biaromaps
WH(POPMAITMOHHBIM TEXHOJIOTHS CHUCTEMBI 00pa3oBaHUs IMOJIHSUIMCH HAa HECKOJBKO CTYIECHEH BBIIIE.
Mpbl MOXKEM HaWTH M M3y4YHTh aOCOJIOTHO JIOOYI0 HHTEpPECYIOIIYI0 Hac cuctemy. [laHHasi cTaths
MOCBSIIACTCS BCEM TEM 3aHHTEPECOBAHHBIM JIMIAM, KOTOPBIE XOTSAT OTKPBITH JJIsl cedsi OJHY W3
HaunboJee MOMmyNIAPHBIX CHCTEM YIpPaBICHUsS MHTEpHET-IpoeKTamu. s 3Toro, ObUIM TpPUBEICHBI U
MoApoOHO OMHCAaHBl OCHOBHBIE CIIOCOOBI TIONYyYEHHS OOpa3oBaHWs W JallbHEHIIEro pa3BHTHUS
CTIEIUAIIMCTOB Ha TIPUMeEpE COBPEMEHHOI muaTdopmsbl mporpammupoBanus 1 C-burpukc.

Pe3yabTaThl M o0cyxaenus. B mporiecce coBMmecTHo# nesrenbHocTH Gupmbl "1C" H
kamnanuy "butpukc" B 2007 romy 6but0 co3nano npeanpustue 1C-burpukc.

https://ws-conference.com/webofscholar 6(24), Vol.1, June 2018 33



Web of Scholar ISSN 2518-167X

1C-butpukc — uH(pOpPMAIIMOHHAS CHUCTEMa, Ha3HAYCHUEM KOTOPOH SBIIETCS - OpraHU3ailus
Tporecca yrpaBieHUs], peIaKTHPOBAHUS U CO3/IaHUS COAEP)KUMOr0, T.€. KOHTEHTA.

«1C» - poccuiickas (upma, OCHOBHBIM POJOM JEATEIBHOCTH SIBJISCTCS TMOMJCPKAHUES U
pa3paboTka 6a3 IaHHBIX JIEIOBOTO XapaKTepa W MPOrpaMMHBIX MPOIYKTOB. HanMeHOBaHUE CHCTEMBI
"1C" mpou3onuio U3 cOOCTBEHHON MOMCKOBOH MPOTrpaMMBIL: JUTS TONyYSHUsT HEOOXOIUMBIX JaHHBIX
3aTpaunBaioch He Oosee 1 cexynapl. Hamboree m3BecTHBIE MPOrpaMMHBIC MPOAYKTHI, KOTOPBIMH
MOKeT noxBacTarbes pupma «1C» ato: «1C: Ipennpustuey, «1C: Peneruropy, «1C: OOpa3zoBaHue».
Tarxke, Henb3sl HE YHNOMAHYTh, 4To ¢(upma «1C» 3aHumaercs pa3pabOTKOH W TIEPEBOAOM
Pa3HOO0Pa3HBIX KOMIIBIOTEPHBIX HTD.

Bitrix Framework siBisiercst 6a3oBbiM (peiiMBOPKOM U TIPOIYKTOB KaMIaHMH BHTpHKC.
OnHU U3 caMbIX TOMYJSIPHBIX MPOIYKTOB, CO3IaHHBIX C MOMOIIBIO TJAHHOTO (peiimBopka 310: «1C-
butpukc: KopnopatuBnsiit mopram» u  «lC-butpukc: VYmopaBnenwe caiitom». Pasnmuuune
BBIIIEYKa3aHHBIX MTPOYKTOB JIPYT OT JIpyTa 3aKI0Yaercsi B MOAYJILHOM Habope.

«1C-burpukc: KoprnopaTupHbIil mopTam» - 3T0 CUCTEMa, KOTOpasi CIYKHT HH(OPMaIMOHHBIM
HEHTPOM KaMmrnaHud. K JTaHHOMY LEHTpY MOTYT oOpamarbcsi COTPYIHHKH (QUPMBIL, JJIsl TOTYYECHUS
HeoOXoMMOI HMH(pOpPMALUK. DTOT MPOAYKT MO3BOJSIET CIPYIIHAPOBATH JAHHBIC 110 OMpeNeICHHBIM
KpUTEpUSIM W HampaplieHUsM. J[Isi mprMepa MOXKHO TPUBECTH OyXralTepcKHe NaHHbIC, JIBHIKEHUE
TOBapOB IO CKJIaly KOMITaHUH, OHU OynyT Bectuch B 1C. JlaHHBIE O KIIMEHTAaX, TOPTOBJIH U CKJIa]] JKe -
B CRM-cucreme. TakuM 00pa3oM, KOPIIOPaTUBHBINA MOPTAJT TO3BOJISET BECTH BCIO 3TY HH(GOPMAIIMIO B
OJIHOM €JJMHCTBEHHOM MECTE, HAaKaIlUIMBaTh U OTOOPaXKaTh TAHHBIC JUISl OTYETHON JOKYMEHTAIUH.

upokuii  ¢yakimonan «l1C-butpuke: KoprnopatuBHblli mopTam» ympomaer padoTy
PYKOBOJMTENS IO KOHTPOJIO pabouero mporecca KaMnaHud. PyKOBOIUTENh MOXET yCTaHABIUBATH
pasnuyHble QYHKIMH, KaK ¥ BCEMY IEpCOHANy, TaK U KOHKPETHO OJHOMY COTpYIHHKY. Hampumep,
YCTAaHOBUTh HAYajO W KOHEN pabovero IHs, CPOKH W OTallbl BBITOTHEHHUS ONpeNelICHHBIX 3a/1ad.
bnaronmapsi cBoeil TMOKOCTH KOPHOPATUBHBIA TOPTAT MOXET OBITh HMHTETPUPOBAH C YUYCTHBIMH
MporpaMMamu, OyXrainTepueii.

«1C-butpukc: YmpaBieHHe caWTOM» - 3TO CHCTE€Ma, IJIABHOM II€TbI0 KOTOPOW SIBIIAETCS
yIpaBlieHHe, Co3/laHne U TOIep’KKa HHTEpHET-Mara3uHoB, CalTOB-BU3UTOK, KOPIIOPATUBHBIX CAlTOB.
B ceru uHTEpHET MOXHO HAWTHM HEMAJIO€ KOJWYECTBO PENAKIMN 3TOH CHUCTEMbI, HO OHHU CIIyXKaT
OJTHOM 11eJTM — pa3paboTKa U COIPOBOXK/ICHHUE CAHTOB.

[lpn co3manum WHTEpHET-Mara3uHa Ha 0a3e «YmpaBlieHHE CadTOM» JOJDKHBI OBITh
BBITIOJTHEHBI CIIEYIOIINE JeHCTBUA:

1. HeobxoauMo ycTaHOBUTH Ha XOCTHHT camy CMS;

2. Peanmu3oBath nu3aiiH;

3. JloGaBUTH KaTaJior TOBapoB

4. OdopmieHue MOKYIKH;

5. IoaxkiIro4uuTh INIATEKHBLIE CUCTEMEIL.

Ho, kak u B mo0oii cucreme, B "YmpaBieHue caiiTom" MPUCYTCTBYIOT CBOM MHUHYCBI. JTHM
MHUHYCOM SIBIISIETCSl II€HA XOCTHHTa. HekoTopbie XOCTHHT-KaMIIaHWM BBOIAT Tapu( Ha HHTEpHET-
MPOEKTHI, CO3JJaHHbIc Ha Oa3e "YmpapieHnue caiTom".

[IpeacraButenn Mamoro W cpeaHero OW3Heca NPENNOYHTAIOT MPOrPAMMHBIC TPOIAYKTHI
komnanuu «butpukcy. Benp mpu MUHHMAaNIbHBIX 3aTpaTax, 3TH HMPOAYKTHI MO3BOJSIIOT CO3AaBaTh U
COIIPOBOXKJATh COBPEMEHHBIE WHTEPHET-MPOEKThI. «/[Brkok» 1C-BUTpHKC MIMPOKO HCTIONB3yeTCs B
roCyJapCTBEHHBIX ¥ 00pa30BaTeNlbHBIX yupexkaecHusx. «l1C-burpukc: VYmnpaeieHue caiiTom»
MOJTHOCTBIO py4yaercss 3a BCe 3aTpayeHHbIE pecypchl W ycuius. BsameHn, cuctema mnpemiaraer
TEXHOJIOTUYHBIN, HAJISKHBIN U KaUeCTBEHHbIN MHTEPHET-ITPOCKT.

W3 BeImE CKa3aHHOTO, MOXHO CJElIaTh BBIBOJ, YTO CHUCTEMa O0JalaeT CIEAYIOIUMH
MIPENMYILECTBAMHU:

— VYHUBEPCAIBHOCTD;

— be3onacHocTh;

— HapgexHoCTs;

— IIpocrora nonaepkku;

— IlocTosiHHOE pa3BUTHE.

Kak ObLJIO CKa3aHO paHee, MPOTPaMMHBIC MPOIYKThI «BUTPHUKC» TOIB3YOTCS OONBIION
MOMYJISIPHOCTBIO. B CBsI3U ¢ ATHM MMeeTcsl BBICOKUH CITPOC Ha CHENUANMCTOB 3ToM obmactu. Ho, ms
pabotel B cucreme «1C-butpukcey, HE0OXOAMMO 3HATH U TOHMMAaTh, KaK YCTPOCHA cama CHUCTEMa.
Nzyuaenue cucremsl «1C-butpuke» ouenb qoporocrosiiee U J0IAroBpeMeHHoe 3aHsaTie. B nnTepuere
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MPHUCYTCTBYET OOJBIIOE KONUYECTBO MCTOUYHUKOB, 10 M3YYECHHIO CHCTEMbI, HMEHHO H3-3a OOJBIIOro
MHOT0o00pasusi “HHOpMaIK, HOBUYKY TPYAHO MPAaBUIBHO CTPYKTYPHPOBATh CBOH TUIAH OOyYEHUSI.
Jnst 9TOro, HWKE TPHUBENCHBI IMyTH M CHOCOObI m3ydeHus cucteMbl «l1C-butpukcy. 3HaHwd,
MOJyYEHHbIE TOCIe M3YYEHHs IMPHUBEICHHBIX MAaTEpUaNoB, OyAyT OONBIIMM IIaroM Ha MYTH K
BBITIOJTHEHHUIO [TOCTABJICHHOH 3aa4H.

Onnoii u3 Hanbonee akTyanbHBIX KHUT 10 «1C-butpuke: YipasieHue cailTom» MOXHO Ha3BaTh
kaury PoOepra backipoBa «OTkpblBaeM HWHTEpHET-Marasu ¢ momotsto 1C-butpukc». [lanHas
JHUTEpaTypa OTIMYHO ONHCHIBACT (DYHKIMOHAIbHBIE OJIOKH, MOAPOOHO paccKas3bIBacTCs O HACTPOMKE
VIIpaBJICHUS] CaliTOM, ocTpoeHHBIX Ha Oazel C-butpukce. [IprBeneHHast B KHUre HHPOPMAIHS TTO3BOJISICT
W3HaYaIbHO U 0e30IMO0YHO CO3/IaBaTh CTPYKTYPY U HHTEpQEiC HHTEpHET-Mara3ruHa.

Knaura «1C-butpukc. [Toctpoiite mpodeccroHalbHBIN CallT camu!» TOTo K€ aBTOpa MO3BOJIUT
Oomee yrmyOnmeHHo ocBouTh naHHyro CMS-cucremy. Ha mnpakTuueckux 3ajadax MoOIIaroBO
PacCMOTPEHBI BCE 3TAIBI IIOCTPOCHUS PA3IUYHBIX CAlTOB.

Bueo-ypoku 1mo3BossIOT HarsiAHO MPOAEMOHCTPUPOBATh BO3MOXKHOCTH cucTeMbl 1C-butpukc.

OcHOBHBIE pa3fenbl:

1. Tunossle onepanuu B 1C-butpukc (TyT pacckasbiBaeTcs Mpo CO3[aHKe U pelaKTHPOBaHUE
CTpaHUI], pelaKTHPOBAHNUE MEHIO);

2. VYmpamieHue coJepKUMbIM CTPaHUII (B TAHHOM paszene Jaercs 00bsCHEHHEe Mpo padoTy ¢
BU3YaJIbHBIMH KOMITIOHEHTaMH, II0Ka3 HOBOTO KaTayora, 3arpy3ka W pasMelleHhe H300paKeHus,
myOJIMKaIKsl HOBOCTH Ha CaiTe);

3. YmpapineHue BeO-hopMaMu (Iaercs ONMCAaHUE MPO co3faaHue BeO-(QOpMBbI, CO3/JaHUC
mabsoHa BeO-hopmM, mydaukaius BeO-hopMbl Ha caiTe);

4. Pabora B aJMUHHCTPATHBHOM paszzenc (Aaercst TOsICHEHHE TIPO IOJb30BATEILCKUN
nHTEepdeiic, BU3yalbHbIE TEMbl aIMUIHHCTPATHBHOTO MHTepdeiica, pabora co CIHUCKaMH DIIEMEHTOB,
pabora ¢ puIbTPOM);

5. Pabora ¢ momynem BeG-anamuTuka (IaHHBIM pasfen JaeT MpeacraBicHue o00: BeO-
aHaIMTHKE, aHann3e () QEeKTHBHOCTH PEKITaMHON KOMITaHUH );

6. YmpapieHue MpaBaMH JOCTyma (paccKas3bIBaeTrcs Mpo: paclpenesieHue W yrpaBieHue
npaBaMH JIOCTyIa, HallMuWe JUHAMUYECKOH WH(}opMmanMu Ha calTe, OpraHM3alus JOCTyna K
CTaTUYECKUM CTPAHUIIAM).

[pennpusitue «1C-buTpuke» mnpenocTaBisieT CBOMM IONb30BATENSIM OTPOMHOE KOJIUYECTBO
yueOHBIX OHNIAHH-KypcoB. Kypchl MOryTr OBITH H3y4eHbI B IIOJHOM OOBEME HIM IO TJaBaM.
[Ipennpusitue mpenocTaBisier HU3ydeHHE CBOEr0 MaTepHuaja Kak B peKMME OHJAiH, Tak M B BHJE
¢aiinos popmara CMH (KomnmmmpoBannsiii ¢aitn cnpaBku Microsoft (Compiled HTML Help File)).
Crnenyer 3HaTh, YTO OHJIAMH MaTepuajbl Bcerga Oosee MONHbIE M CBexue, Hexenn CMH-gaiinbl.
[Tocne n3ydeHusi BBIOpAaHHOTO MaTepualia, OyayT JOCTYITHBI TECTOBBIC 3aJ[aHUs, KOTOPbIC B IOJTHON
Mepe MPEoCTaBsT MOHYI0 HHGOPMALIUIO 00 YPOBHE 3HAHUH MOJTb30BATENS U KAKWE KOHKPETHO TEMBI
ClIelyeT U3y4YHTh OoJiee THIATENbHO.

Cpenu Hanbonee monyaspHbIX KypcoB 1o «1C-BUTpHKC» MOXKHO BBIIETUTH CIEAYIOINE:

1. AnmuHHCTpaTOp cepuca OMTpUKC24 — B mporpamMme oOydeHus: Jaercsl 0ObSICHEHHE PO
OCHOBHBIE M BCIIOMOTaTeJIbHbIE HACTPOWKH cHCTeMbl, HacTpoiky CRM, MOATOTOBKY M HACTpOKy
OM3HEC-TIPOIECCOB, pabOTy C JOKYMEHTAMHU.

2. OcuoBsl CRM Butpukc24 - B mporpamMme o0y4deHHUs Jaercsi OObICHEHNE PO KOHIICIIIHH
CRM B pabote mpeAnpuATHs, CTaHAAPTHHICE MOJEIH OpTraHW3aluu pPabOThl OTMIEIOB MPOIAX M
MapKeTHHTa, MoHsATHe cymuocreir CRM, pabora ¢ 6a30ii KIHMEHTOB.

3. Iporpammuct 1C-Butpukc — B mporpaMMe Kypca Aaercsi OOBbSCHEHHE MPO YCTaHOBKY
butpukc Beb-okpyxkeHHss M aBTOpU3AIMIO, YIPaBICHHE CTPYKTYpOH, NoOaBIICHHE IMHAMUYECKON
nH(pOpMAIUH, yIIpaBlIeHNE HACTPOWKAMHU KEIIMPOBaHUs, paboTa C BEPCTKOU, YIpaBleHUE apecaMH,
yIpaBieHHe paBaMu JOCTYTIa K pa3zienam

4. busnec-nponeccel (BII) Outpukc24 - B mporpamMme Kypca pnaercsi OOBsICHEHHE PO
BBEJICHUE B OHM3HEC-TIPOIIECCHI, MOATOTOBKY K co3nanuio bBII, moruky cosmanust BII, co3manume
nocienoBaTenbHoctd  BII, pa3dop koncrpykumii  BII, pa3dop CRM, co3manue 1mabnoHa
nocaenoBatenbHoro BI1, pa3top craTycos.

[pennpusitne «1C-butpukey nHGOPMUPYET CBOMX TONB30BATENEH O PA3IUYHBIX MEPOIPHUSITHSIX.
INocne perucrpauy Ha OPUIMAILHOM CalTe, Ha AIICKTPOHHBIA aJIpec MOJb30BaTeNs OyIyT TPHUXOIUTH
cooOrienus ot komranud. OJHUM 13 TAKUX MEPOTIPUATHH SBIISIETCS MPOBEACHHE CEMUHAPOB.

CemuHapbl — 00JbIIOE COOpaHHE, HAIPABICHHOE Ha OOCYKICHHE OIPEICICHHBIX TEM.
[IpuHATH y4acTHe B CEMHHape MOXKHO COBEpIIEHHO OecruiaTtHO. J[ist 3Toro, HEoOXOAWMO ITHUINb
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MIPEBAPUTEITHHO 3aPETUCTPUPOBATHCS Ha ceMuHap. OCHOBHBIE TEMBI: yIipaBiieHHe Komnanuei, CRM,
yrnpasienue BeO-mpoexTom, Bo3MmokHocTH —1C-butpuke: ympaBienwe caiiTom, MOOWIBHBIC
MPHUIIOKEHUS], OM3HEC-TTPOIECCHI.

Ha cerogHsmHuil A€Hp CTajl0 OYEHb NOMYJSIPHO IPOBEJICHUE OHJIAMH-CEMUHApPOB WIIU
BEOMHAPOB.

Bebunap — pasHoBHIHOCTH BeO-koH(pepeHnuu. [IpocMoTp BEeOMHApOB COBEPIICHHO
OecruiaTeH, JOOOH 3aMHTEPECOBAHHBIA TIOJNB30BATENb MOXKET MPHCOCTUHHUTLCS K IPOCMOTPY
MyOTMYHON OHJIAHH-KOH(EPEHIUH.

Ho, xak n nszyuenne mo00ro Apyroro Matepuaia, OAHOW JIMIIb Teopur Maio. «1C-Burpukc»
npeajaraer BCeM 3aWHTEPECOBAHHBIM JIMIIAM OMpPOoOOBaTh MPOOHYIO BEPCHI0 CBOMX NpPOMYKTOB. Ha
MPOTSHKEHUH HECKOJBKUX HEAeNb MOJb30BaTENlb MOXKET HU3YYHTh CHCTEMY, BBINOIHSATH HEKOTOpPHIE
¢bynkuuu. B nanmpHelmem, ecny MoNb30BaTeNbh HaMEPEH M JIANbIIE II0JIb30BATHCS MPOJYKTAMH
npeanpustus «1C-BuTpukc», OH MOXKET TPUOOPECTH UX T10 [IeHE, YKa3aHHOW Ha O(pHUIIMAILHOM caiTe
1C-butpuke.

[locne o3HAKOMIJIGHHS CO BCEMH BBINICIICPEYUCICHHBIM CIIOCO0AMH M MaTepHallaMH 10
n3yueHHuto cucteMbl «1C-BUTpuKe» Monb30BaTeNb YK€ UMEET NpEACTaBICHHE, YTO OOINbIIe BCEro
MIPUBJIEKAET €r0, U Ha KaKyl0 POJib OH XOUET YCTPOHUTHCS.

Hwoke mpuBeieHb OCHOBHBIE POJIM U MX 00513aHHOCTH Ha npuMepe cucteMbl «1C-Butpukey:

— KoHTeHT-MeHeKep - OCYIIECTBISIET BBINIONHEHHE TEKYIIUX 3ajad 1o pabore ¢
COJEPKUMBIM caiiTa. Tak e ocymecTBiaser pabory ¢ HHGOPMAIMOHHBIMU OJIOKAMH, C
WHCTPYMEHTaMH BBIBOJIa MH(POPMAIMH Ha CTPAHHIIAX CaiiTa M HEKOTOPBIMH MOYJISIMH CHCTEMBI.

— AnMuHHCTpaTOp - 3aHUMAeTCsl aJJMHUHHUCTPUPOBAHHEM cailToB. OCyIIecTBISET YCTAaHOBKY
W HACTPOWKY CHCTEMBI. BBITIONHSET MpoIenypbl MO MEpeHocy pa3paboTaHHOro caidTa Ha XOCTHHT.
3aHMMaeTcsl pasrpaHHYEeHHEM IIpaB JOCTyla K CHCTeMe, calTaMH, MOJb30BaTeNAMU. BbImomHser
Hactpoiiky CRM, ocymiecTBisier HacTpoiKy OHMONMOTEK JOKYMEHTOB Ha pabory ¢ Ou3Hec-
nporeccamu. OcCyIecTBIsIET HACTPOHKY HHCTPYMEHTOB Pa0OTHI C MOJIb30BATEISIMH.

— busHec agMumHHCTpaTOp - 3aHHMAaeTcs pa3pabOTKOM W peanu3aleldl MpOLenyp 3arpy3Ku
nHpopmai B B/I, apromaruzarueii ordeTHoct. Tak ke B 00S3aHHOCTH OM3HEC-aJIMHMHHCTPATOPa BXOIUT
3arryck 1 pa3padorka bIl, Bener xypHan Bemonsaenust b1, BeictpauBaer Bl st ynpasnenus 3amagamu.

— Pa3paborumk - 3aHMMaercs CO3JaHUEM HOBBIX CTPAHHII M Pa3/eioB, YIPaBICHHE HX
cBoictBamu. OcymecTBiusieT padOTy C BEpPCTKOH, 3aHMMAeTcsl HACTPOWKaMH KAIIMPOBAHUS.
Beinonnsier Hactpoiiky Gpopm, SEO undopManmu. 3aHuMaeTcs ypaBieHHEM CTPYKTYPO# (MEHEmKep
(aiinos, MeHI0, IIENOYKa HABUTAIUH).

BoiBoabl. Takum 00pa3oM, MOXKHO CHIEIaTh BBIBOJA O TOM, uTo cucreMa «1C-BuTpHuKc» odeHb
MOIyJIsIpHA Ha CErOMHSIIHUN AeHb. M3-3a 9TOro, oueHb BOCTpeOOBAHBI M CIICIMAIIMCTHI ATOH 00IacTH.
Uro Obl OBITh KBaJHU(HUIIUPOBAHHBIM CIICIIUATUCTOM B CBOEH cepe NeATebHOCTH, HEO0O0XOIAUMO
MOCTOSIHHO pa3BUBaThCS. B ceTHM WMHTEPHET OUYEHb OONBIIOE KONWYECTBO MH(POPMAIUK O JaHHOH
cucreme. JlaHHAsI CTaThsl, KPATKO M CTPYKTYPUPOBAHO JIEMOHCTPUPYET OCHOBHEIE CIIOCOOBI TTOJTYY CHHS
oOpazoBaHus Ha mpumepe cuctemsbl « 1 C-burpukcey.
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Bgenenue. B 2016 roay 6enbruiickue uccnenosarenu ®@pank [uccenc (Frank Piessens) u Mattu
Banxoed (Mathy Vanhoef) BriepBble OOHaDVKHIM VSA3BUMOCTb, IO3BOJISIOLIVIO IIDUMEHHTH AaTaKy
nepeycTaHoBKH Kimoua. [IpoBens mccrenoBanusi qaHHOW Ys3BUMOCTH, B OKTsiOpe 2017 roma mmu ObuT
BBIITYIIEH OOMIMPHBIHA TIepeueHb MOTCHIIMABHBIX aTak.

Pe3yabTarbl u 00cyxnenne. C IOMOIIBIO IJAHHOH YSI3BUMOCTH Y 3I0YMBIIIJICHHUKA TTOSIBIISIETCS
BO3MOKHOCTh U3MEHSATH W TIPOCMATPUBATH KAaK OTIPABISIEMbIE MAKETHI, TAK U TOTyYaeMble. JTO CTaBUT
MoJI yrpo3y KOH(UISHIMATLHOCTh Pa3MYHOr0 poja HWH(POpPMAaIMK, TAKOH KaK Mapoli, IepernvcKa,
HOMEpa M KOJIbl KPEJIUTHBIX KapT U MHOTOE IPYTOE.

CoBpemennbie Wi-Fi ycrpoiictBa cHaOkeHbl cucteMod 3ammTtel WPA2, kortopas, B CBOIO
odepesib, OCHOBaHA Ha TEXHOJIOTHH YETHIPEXATAITHOTO PYKOIIOKATHS TPUHSTOH B cTanmapre 802.11i.

OcHOBHasl KOHICHIUSL YETHIPEXATAITHOTO PYKOIOKATUSL 3aKIIOYaeTCss B TOM, 4YTO TIPH
noAkIoueH K Wi-Fi ceTr HOBBIH KIMEHT C IOMOILBIO YETHIPEX COOOIICHUI OpraHu3yeT KIFYH
mMQppPOBaHUS C TEPEAAIOIIMM YCTpOHCTBOM. Ilpu TIOMy4eHWH TPEThEro COOOLICHHS KIIMEHT
YCTaHABIIMBACT TONyYCHHBIC KIIIOUM, KaK aKTHBHBIC KIIOYM MIM(PPOBAHMUS, TIOCIE HYEro OTIPABISIET
3aBEpIIAIONINMA, YeTBEPTHIN, MAKET TOUKE JOCTYMA, YTOOBI MCKIIOYUTH MOTEPIO TPETHEro IMaKeTa M3-3a
noMex M T.I. B ciydae momydeHWsI 4eTBEPTOro MakeTa TOYKOHW JOCTyma, paboTa MpojoyKaeTcs B
CTaHJAPTHOM PEXHUME, a MPU ero OTCYTCTBUH, TOYKA JIOCTYIA OTIpABISIET TPETHH MakeT 3aHoBO. [Ipu
MOMYYEHUH TPEThEro IaKeTa IOBTOPHO KIMEHT cOpachiBaeT CUETYMKM W HAYMHAET KOIUPOBATH
cooOleHre 3aHOBO. MIMEHHO ATOT 3Tarl, ¢ OBTOPHON OTIIPABKOM KIIFOYA, TIO3BOJISET 3J0YMBIILUICHHUKY
JICKOJTUPOBAaTh COOOIIECHHWE, a B 3aBHCHMOCTH OT HCIHONIb3YyeMOro IMpPOTOKOJNA, TaK JKE IOIYy4UTh
BO3MOXKHOCTB TI€PEXBATHIBATH KYKH, IAPOITH, BOCIPOU3BO/IUTH, PACHIM(POBBIBATE UITH CO3/IABATH TTAKETHI.

Oco0eHHO ysI3BMMBIM K JIAHHOM aTake okazasics wpa_supplicant Bepcuit 2.4 u 2.5, 0ObIYHO
ucrons3dyemblii B Linux u android 6.0. Ilpu wucrmonb3oBaHWM aTakd, B JAHHOM CITy4ae, KIMEHT
YCTaHABIIMBACT HYJEBOW KIFOY, BMECTO TOro, 4YTOOBI 3aHOBO IIepe3ammcaTh CYHIECTBYIOIIMMA. JTa
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YSI3BIMOCTh TIOSIBIJIaCh B pe3yibraTe M3MeHeHuil B cranmapre 802.11, KOTOpBIN mpeiaral ynaasiTh
KOJIMPYIOIIYIO TTOCIIEIOBATEIBHOCTD ITOCIIE TeHEPAIH KOMPYIOIIHUX OJIOKOB.

B Bepcum 2.6 310 OBLIO HCIPABICHO, OJHAKO, IOCYMTAB 3TO HEKPUTHUYHBIM Oarom, st
HpEeabIAYIIMX BEPCUN HUCIPABJICHUA HE IIOCIENOBANO. BClencrBue 4Yero JaHHbBIE BEPCUU OCTAKOTCS
VS3BUMBIMH, KaK U UCIIONB3YIONIME UX MPorpaMmel, Takue kak Android Wear 2.0. [1]

PesynpraToM atakul sIBISICTCS KOJAMPOBAaHHE PA3IMYHONM WHQOPMAIMKM OIHUMH W TEMH e
OJOKaMH KOza, BCIEACTBHE YEro Yy 3JIOYMBIIUICHHHKA TMOSBISIETCS BO3MOXKHOCTH JICKOJIMPOBATH
Co00ILIeHHE, JTUOO, UTO eIIE XYKE, BEISICHUTL CaM KITFOY.

[epBbIM 3TaIOM JOKHO CTaTh BHEPEHHE B IIPOTOKOJT KOH(DUICHIIMATEHOCTH IAHHBIX TIPOBEPKH,
YCTaHOBJICH JIH YK€ UCIIOIB3YEMBI CEeThIO KITF0U. Eciu 3T0 Tak, TO OTMEHsIeTCst COPOC CBSI3aHHBIX C TUM
CU€TYMKOB W TIEpE3alUCh KJII04Ya. OJTO TPENOTBPATUT BO3MOXKHOCTH aTakH, MO KpailHell Mepe, eciu
3JIOYMBIIUICHHUK HE MCIOIB3YET ISl IEPECTAHOBKM CTapblii KIFOY, IE€PE] IOBTOPHON YCTaHOBKOW
TEKYILEro. A TakKe, NMPU HCIIONH30BAHUHU JIAHHBIX MEp 3allUThl, BAKHO, YTOOBI CUETYMK ITOBTOPHBIX
3aIPOCOB PYKOIOKATUI C KIIIOYOM TOJIBKO YBEIWYMBAICS. VHaue 310YMBIIUIEHHUK MOXKET IOIBITAThCS
WCIIONb30BaTh CTapoe COOOIEHHe, YTOObI JKEPTBA BPEMEHHO YCTaHOBMIJIA CTApblil KIIOY, BIIOCIEACTBUU
MEePEYCTAaHOBUB aKTyaJIbHBIM.

Bropoii aTan — yoenuThest, 4TO KOHKPETHBIH KITI0Y YCTAaHOBJICH JIMIIIb SANHOK/IBI 32 BPEMSI CECCUH
PYKOIIO)KAaTUsI B CYIIHOCTh, PEATH3YIONIYI0 MPOTOKON KOH(MUISHIMATLHOCTH JaHHBIX. Korma KIMeHT
MoJTy4aeT TIOBTOPHO IepelaHHOe COOOIIeHNE 3, OH JIOJKEH OTBETUTh, HO HE IEpeyCTaHABIMBATh KITIOU
ceaHca. JTO MOXKHO CJIeaTh, JOOABUB JIOTHUECKYIO MepeMeHHyt0. OHa MHUIMAIN3UPYETCs B COCTOSIHUU
false u ycranoButh 3HadyeHue true npu cozganum HoBoro PTK B PTK-START. Ecim 3Havenue
nepemennoii true mpu BBoze PTK-DONE, to PTK ycranosmneH, a nepeMeHHOW MPHCBAaUBAETCS 3HAUCHHE
false. Eciin 3nauenune nepemennoi false nmpu BBoge PTK-DONE, ycranoBka PTK npomyckaercs.

Ha nmaHHBI MOMEHT WAET aKTMBHOE OOCYXKICHHE MOZCPHHU3AIMU MPOTOKOJIA OE30MacHOCTH, a
TAKKE IPOUCXOJUT OTCICKUBAHUE YCTPOMCTB, KPUTHUECKH YSI3BUMBIX K JJAHHOM aTake.

BoiBoabl. Ha npuMepe maHHON ySI3BUMOCTH MOXHO MOTIEPKHYTh HEOOXOAMMOCThH TIEPECMOTpa
CTaHJAPTOB OE30MACHOCTH C HEKOTOPOH IMEPUOAMYHOCTBI0. Tak ke, TMpH OIEHKE YPOBHS CTOHKOCTH
mmppoBaHuUs ClienyeT o0paniaTh BHUIMaHUE HE TOJIBKO HAa MATEMAaTHYECKUI alrOpUTM MIM(PPOBAHKUS, HO U
Ha JIOTHYECKYIO CTPYKTYPY MEXaHH3MOB paclpelecHus, OOHOBJICHHS M YTHIIM3AIlK KITFOUel, TOKEHOB,
TaK KaK 3TO MOXET CTaTh TNPUYMHOW YSI3BUMOCTH BCEro ajropurMa, B 00XOJ MaTeMaTHuecKon
COCTABJISFOLIEH.

JUTEPATYPA

1. Key Reinstallation Attacks: Forcing Nonce Reuse in WPA2 [OnektponHsiii pecypce] — Pexum
nocryma: https://papers.mathyvanhoef.com/ccs2017.pdf.

2. O.H. Obpaznosa, O.M. bakynosa, 1. M. Kyrau, A.B. XomsikoB [IpakTHko-opueHTHpOBAHHOE
oOyuenue B chepe nHpopMarmoHHbIX TexHotorui B BI'Y P u corpymHIdecTBO By3a ¢ BEMYIIMMI KOMIIAHHSIMA
IT // TpoGremb! coBpeMeHHOro 00pasoBaHust: Matepraiibl VIII MexnyHaponHoi HayuHoi KoH(epeHimn, 10-
11 centsiOpst 2017. — Ipara: Védecko vydavatelské centrum «Sociosféra-CZ», 2017 - C.38-41

3. bakynoB A. M., bakynosa O. M., Kamurens: U. JI., O6pasnosa O. H. [Ipodopuenrarms kak
MpeocklIKa BeIOOpa npoduinst o0yuenus // HerpepriBHas crctemMa 00pa3oBaHus "IIKONA-yHHUBEPCHTET' .
VHHOBaMM M TIEPCHEKTUBBI: COOPHHK cTaTell MeKayHapoIHOH HayYHO-NPAKTUYECKOH KOH(EpEeHIINU
(23-24 dpepans 2017 r.) - Munck: BHTY, 2017. - C. 35-37.

4. bakynoB A. M., bakynora O. M., Kamrens U. JI., O6paszuosa O. H. IIpumenenune KT B
oOpaszoBaTensHOM —Tiporiecce  cnenpaibHocTH  «[IporpaMmmHoe  obecriedeHre  WHQOPMAIIMOHHBIX
TexHonmorui» creruamm3anmu «lIporpamMuoe obecriedeHne 0OpaOOTKA AKOHOMHUYECKOM W JEIOBOM
nH(OpMAIIN / [Monroroska crienuancTa-rnpogdeccHoHana B Pa3IHYHBIX BUJIAX
JIEIATEIHOCTH : [OMIEKTPOHHBIN  pecypc] : MaTepuanbl PecryONMKaHCKOW — HAyYHO-TIPAKTHYECKOH
KOH(EpEeHIIU ¢ MEOKIyHapOJHbIM ydactueMm, I'omenb, 23-24 HosOpst 2017 1. - Tomens : ['omenbckuit
00JIaCTHOM MHCTUTYT pa3BuTHs oopazoBanus, 2017. - C. 43 - 46.

5. O. M. bakynosa, O. H. O6pasnopa, Cwimmnckuii, P. A. JIUCTaHIIMOHHBIC TEXHOJOTMH Kak
Crocod  ONTHMH3AIMK  TPYIOBBIX  IPOIECCOB HMH)KEHEPOB HCIBITATENBHOW —Jabopartopuu /  //
JucranimonHoe o0y4deHne — oopazoBatenbHas cpeia X XI Beka : Marepranbl X MEXITyHAPOIHOW HAYYHO-
Meroanyeckoi kKoHdepeniwn (MuHCk, 7 - 8 nekadps 2017 rona). — Munck: BI'YUP, 2017. — C. 286.

6. bakynosa O. M., Kamutens U. JI., bakynoB A. M., ManunoBckas T. W. [Tpumenenne UKT mns
OKa3aHus 00pa30BaTENbHBIX YCIIYT JUIAM ¢ 0COOBIMH TIOTPEOHOCTSIMU Ha MpUMepe u3ydeHus cucteMsl 1C
JWcTaHMoHHO // HempepbiBHOE TpodeccnoHanbHOE 00pa3oBaHME JHMIL C OCOOBIMH TMOTPEOHOCTSIMH:
COOpHHK CTaTedl MEXIyHapOIHOW Hayd.- Npakthdeckod koHdepeniwmu (Mwunuck, 14 - 15 nexaOps
2017 roma). — Munck: BI'YUP, 2017. — C. 41 —43.

https://ws-conference.com/webofscholar 6(24), Vol.1, June 2018 39



Web of Scholar ISSN 2518-167X

IIPAKTUYECKOE ITPUMEHEHUE OB/JIAUHBIX
TEXHOJIOTUH 1JI1 PABOTHI IPIWIOKEHUN
HICITIOJIB3YIOIUX TEXHOJIOTUU KJINMEHT
CEPBEP. SQL HA FA3E MICROSOFT AZURE

'Baxynosa Oxcana Muxaiinosna,
’Bakynoe Anexcandp Muxaiinoguu,
[Maenosa Examepuna Hzopesna,
Munuyx Anexceii /Imumpueeuu,
’Cmoeéa Banepuii Bradumuposuu,

' Xazees Anopeii Anexcandposuu,

I Tucosckuii Anexcanop Hukonaesuu

Pecnybnuxa benapyco, BI'YUP,

lcmapmmi npenooasamev, UCCeA08amenb MeXHUYeCKUX HayK, Masucmp mexHuyeckux Hayx;
emapwiuii npenooasamenv, MA2UCMp MEXHUYECKUX HAVK,

cmyoeHnm

DOI: https://doi.org/10.31435/rsglobal wos/12062018/5740

ARTICLE INFO ABSTRACT

Received: 16 May 2018 Using a "cloud basis" allows the developer to create a reliable and fault-

Accepted: 06 June 2018 tolerant service. The developer does not need to purchase physical

Published: 12 June 2018 servers and software licenses, as the hardware servers often have
problems that completely stopped working. You also do not need to pay

KEYWORDS . for the work of highly qualified system administrators.

cloud basis, cloud technologies,

developers

Citation: bBakxynosa O. M., bakynos A. M., IlaBmoa E. U., IMuauyk A. J[., CroBba B. B.,
XazeeB A. A., Jlucosckuii A. H. (2018) IlpakTrueckoe MpUMEHEHHE OOJAYHBIX TEXHOJOTMU i PabOTHI

MIPUIOKCHUH HCIOJIB3YIONIMX TEXHOJIOTHI KIUEHT cepBep. sql Ha 6a3e microsoft azure. Web of Scholar. 6(24),
Vol.1. doi: 10.31435/rsglobal_wos/12062018/5740

Copyright: © 2018 bakynoBa O. M., bakynoB A. M., [1asaoBa E. U., [lunuyk A. JI., CtoBo6a B. B.,
XazeeB A. A., JlucoBckmii A. H. This is an open-access article distributed under the terms of the Creative
Commons Attribution License (CC BY). The use, distribution or reproduction in other forums is permitted,
provided the original author(s) or licensor are credited and that the original publication in this journal is cited, in
accordance with accepted academic practice. No use, distribution or reproduction is permitted which does not
comply with these terms.

BBenenmne. brnaromaps wucnons3oBaHHIO 007JauHOH WHOPACTPYKTYPHI W YHHKAIBHBIX
aJTOPUTMOB CKaThs Ha Oa3e Microsoft Azure MOSBISAIOTCS HEOrPaHUYCHHBIC BO3MOXKHOCTH I10
XPaHEHHUIO ¥ 00PabOTKE 3TUX KOJIOCCAbHBIX 00bEMOB HH(MOPMAIIHH.

OueHb MHOTO BPEMEHHU YXOJHUT Ha HACTPOMKY M OTJIAJKY CPell U BBICTpAaWBaHHE MTPABHILHOM
HHOPACTPYKTYPHL. [Ipr 5TOM, 1O OI[EHKaM JKCIEPTOB, PACXO/bI HA OOCITY)KUBAHUE PEIICHHS BITOIHE
MpeACcKa3yeMbl, a KCIONb30BaHWEe O0JauyHOM IUIaThOpPMbI TIO3BOJSIET HE JepKaTh B  IITaTe
JOPOT'OCTOALINX CHEHAIUCTOB (Harpumep, aiMuHICTpaTopoB bas /lanHbIX).

JUist cozmanmst PHIIOYKEHUE TPU MOMOIIH 0a3bl TaHHBIX SQL, pazpaborurkyl permm nepedpaTbes B
001ako, 4To0bl M30EKaTh MPOOIEM C «OKEe30M» W YNPOCTUTh MACIITAOMPOBAHWE PEILCHUS IO HOBBIX
KIMEHTOB M MPOCKTHI M JIOCTYII K HUM. Pa3BepHyTtas cucrema obecriedmBaeT cOOp M aHAIIM3 JIAHHBIX MPH
pabore ¢ 0a3oil JaHHBIX. A aKTHBHBIA POCT KJIMEHTCKOH 0a3bl M o0beMa oOpadarbiBaeMol MH(OpMaImm
TpeOyer 4acToro pacimpeHnst MOIIHOCTEH, TIOKITIOUEHHST HOBBIX CEPBHCOB.

[Tpu PaGote ¢ SQL Hy>KHO 3TOT (h)aKTOp YUYHUTHIBATh U CBOCBPEMEHHO HACTPOUTD JIACTHUHBIC
nyabl Juisi paboThl ¢ 0a30if MaHHBIX, Ojaromapsl MCIOJIB30BAHUIO DIACTUYHBIX ITYJIOB HE HYXHO
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KOHIOCHTPHUPOBATLECA Ha IMOBBIMICHHUU WM IMOHWXCHHUHN IIPOU3BOJAUTCEIILHOCTU 0Oasbl JaHHBIX B
COOTBETCTBUH C KOJIeOaHUSIMU NOTPEOHOCTEH B pecypcax. basbl JaHHBIX B COCTaBE MyJia MOTPEONISIOT
peCypchl TTPOM3BOAUTENBHOCTH IIyjia 3JACTHUHBIX 0a3 JaHHBIX IO Mepe HeoOXxoaumocTH. ba3ssl
JIAHHBIX B COCTaBE IyJja MCIOJIb3YIOT PECYPCHI IyJa, HO HE IPEBBIIAIOT OIPAHUYEHUN Y, IIOATOMY
Ballr pacxXxodbl OCTAIOTCA NPOTHO3MPYEMBIMHU, JaXKE CCJIW MPOU3BOAUTCIBHOCTD OTI[CHBHOﬁ 633])1
JaHHBIX TIPOTHO3UPOBATH CIIOKHO.

ITpu co3aaHuM WM UCTIOIB30BAHHUE MTPUIIOKEHHS, MJIM CEPBHUCA 3a4acTYI0 BO3HUKAET BOIPOC.
A Kakue pecypchl MOTPeOYIOTCS i JAaHHOW 3amaun? JlaBHO HE CEKpeT, YTo (hU3UYECKHue cepBepa
KOTOpBIE XpaHAT B ce0e KOJIOCCAIbHYI0 HHGMOPMALMIO, BHUPTYaJIbHbIE MAIIMHBEI HAa KOTOPBIX
YCTaHOBJICHBI Pa3HbIC MPOJAYKThHI, 3aHUMAIOT OOILIMPHBIE PECYPCHI, MOCTOSHHO TPeOyeTcs aenaTh
backup cucTembl 4To ObI HE IOTEPATH JTAHHBIE, HO TOTJIa BO3HUKAET BOMNPOC, a TJIe MbI OyJieM XpaHHUTh
cam obOpa3 backup?

C mnomorpo Microsoft Azure He HYXHO O0OJIbIlIE€ BBIICIATH OTIACIBHOEC MOMEIICHUE JIS
XpaHEeHHE IaHHBIX, CHUCTEM XpaHEHHUsS JaHHBIX, CEPBEPOB, INEPEKHBATH 3a COTPYIHHKA, KOTOPBIM
MOJKET 3a0bITh BBIKIFOUUTH YCTPOHCTBO HIIM MPH YBOJIBHEHHH YHECTH ¢ COOOW 4acTh MH(OpMaIuu, a
TAKXKEC ITIOIIBITATHCA IMOJIYUYUTH YAAJICHHO JOCTYII 3Has IapoJib.

Ha 6a3e Microsoft Azure npenycMoTpeHa 0€30IacHOCTh Ha ypOBHE CTpoK. [IpoekTupoBaHue
U KOAMPOBaHUE 0E30MACHOCTH MO3BOJISICT PEaM30BaTh OFPAHUYEHHS HA JOCTYI K CTPOKAM JaHHBIX.
Hanpumep, obecrieunBaTh COTPYAHHMKAM JOCTYIl TONBKO K TEM CTPOKaM JaHHBIX, KOTOPbIE MMEIOT
OTHOHICHHE K HUX OTACIY, WIKW OrpaHMYMUBATL AOCTYII K TOJIBKO K TEM JaHHBIM KIIMCHTA, KOTOPLIC
OTHOCATCA K UX KOMIIaHHU.

baza manubix SQL sBisieTcsl €MMHCTBEHHOM cucTeMol 0a3bl JaHHBIX, KOTOpas 00eCIeYrBacT
34Ty KOH(bI/IZ[eHHI/IaHLHBIX JaHHBIX B IIPOLCCCC MCIOJB30BaHHA, IMPU XPAaHCHHUHW W BO BpPEMH
00pabotku 3anpoca ¢ nomonipio Gyaknun Always Encrypted. @ynxiust Always Encrypted - nmepBas B
orpaciu (QyHKIUSA, KOTOpas TMpeajaraeT HEMpPeB30HIACHHYIO 3alllUTy JaHHBIX OT B3JIOMa, BKJIOYAs
Kpaky 4pe3BbIYaliHO BaKHBIX JaHHBIX. Hampumep, gynkuus Always Encrypted maer BO3MOXHOCTB
BCEr/ia XpaHUTh B 0a3e IAHHBIX HOMepa KPEAUTHBIX KapT KIUEHTOB B 3alIM(POBAHHOM BHUJIC, TaXKE BO
BpeMsi 00pabOTKH 3aImpoca, IO3BOJISISI aBTOPHU30BAHHOMY IICPCOHATY HJIM 00pabaThIBAIOUMIEMY HX
IIPUITOKCHUTO paCHH/Iq)pOBbIBaTB HUX TOJIBKO B MOMCEHT HCITOJIb30BaHU.

baza mannpix SQL Microsoft Azure npenocraBisier ciyx0y pensUOHHBIX 0a3 JaHHBIX JUIs
Azure W Jpyrux WHTEPHET-TIPUIIOKEHUN, peIsMOoHHas 0a3za JaHHBIX Kak yciuyra Ha 0ase sjpa
Microsoft SQL Server.

Co CcTOpOHBI MMOJB30BaTENs JaHHAs padoTa BBHIMJSAUT CleayrommMm obOpa3zom. Ha paboueit
CTaHIIUM Y IOJIB30BaTC/IA HAXOAWUTHCA INPHUIIOKCHHUC I paGOTBI C 633017[ JaHHBIX, MpPHU ITOMOIIH
HHTEP(EHCOB MPOrpaMMUPOBaHUS 0a3 JAHHBIX MO3BOJITIONIMM MPUIOKEHHUSIM B3aHMOJICHCTBOBATH C
Ppas3siIniIHbIMU UCTOYHHUKaAMU JaHHBIX.

Open Database Connectivity (ODBC) - nmo3BoJisieT NpHIOKEHHIO B3aUMOICHCTBOBAThL C 0230k
JaHHBIX JIOKaJbHO WK yraienHo. [Ipunoxenne nmocsutaer 3anpocsl Kk ODBC API, ODBC onpenensier
HEOOXOAMMBIN 11 KOHKPETHOW Oa3bl JaHHBIX ApaiiBep, MO3BONSIOIIMN BBIIOIHUTH TPAHCIISAIMIO
3alpoCOB, 3aTeM ATOT JpaiiBep BBHIMOJHACT YKA3aHHYIO TPAHCIAIHUIO 3alPOCOB B KOMaHJbl 0a3bl
JAHHBIX, TTOHSATHEIE IJI OTOH 0a3bl JaHHBIX.

Object Linking and Embedding Database (OLE DB) - pasnensier 1aHHbIC Ha KOMIIOHEHTHI,
KOTOpbIe pabOTalOT KaK MPOMEXKYTOUHOE MporpaMMHoe oodecrieucHue (middleware) Ha KIIMEHTE WM
cepBepe. DTO MpEIOoCTaBIseT HU3KOYPOBHEBBIN MHTep(deiic Ui cBsa3u MH(OpMaNuu, XpaHsieics B
Ppa3IMYHbIX 6333)( JaHHBIX, U OGCCHC‘H/IBaeT OOCTYIlI K JaHHBIM HE3aBUCUMO OT TOro, rac¢ OHHU
XPaHATCS ¥ B KakoM (opmarte.

ActiveX Data Objects (ADO) - ato API, mo3Bonstonuii NprIIOKEHUSIM MOTYy4aTh JOCTYI K
cepBepaM 0a3 maHHbIX. OH mpeacTaBisgeT codoit Habop uHTepdeiicoB ODBC, koTopbie MO3BOJSAIOT
HCIOb30BaTh (PYHKIIMOHAJIBHOCTh MCTOYHUKOB JAaHHBIX IOCPEACTBOM JOCTYIHBIX 00bekTOB. ADO
JUIS COCAMHEHUS ¢ 0a30i maHHBIX Hcnoib3yer nutepdeiic OLE DB, on MoxeT ObITh HCIIOIB30BaH B
nporecce pa3pabOTKH Ha MHOXKECTBE Pa3lIUYHBIX SI3BIKOB ClieHapueB. Ilociie BBIMOJHEHHE BBIIIC
OIKMCAHHBIX MHTEP(EHCOB MOIb30BATENb MOAYyYaeT J0CTyI s pabotel ¢ SQL-nanueiMu. [Ipu padote
C IPUJIIOKECHUEM 065133TCJ'H)H0 HYXXHO YYUTbIBATh, YTO JaHHOC YCTpOﬁCTBO JOJIZKHO 6LITB IIOAKIIFOYCHO
K CETM HMHTEPHET, y4YeTHBIC 3alMCH MOJIb30BaTeel aBTOMATHYCCKU DEIUTHIUPYIOTCS Ha CepBep-
moyydaresb (CHHXPOHHM3UPYIOTCS). 3ampochl Ha MOAKIIOUEHHWE W3 WHTEpHETa W Azure TOKHBI
CHavaja o0pabaThIBAThCS OpaHAMay3poM U TOJBKO MOTOM JOocTUraTh cepBepa Azure SQL Server miu
0a3bl qaHHbIX SQL.
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st moctyna k 6a3e nanHeix SQL Azure ¢ JTOKalnbHOTO KOMITBIOTEpA HYKHO yOEIUTHCS, YTO
OpaHaMaysp CEeTH H JIOKAJIbHOTO KOMITBIOTEpa pa3periacT NCXOJSIIIE MOJKITFOY CHHS.

UToObl 3allUTHTh BAIllM JaHHBIC, OpaHaMaydp 3amperiaeT 00l J0CTyn K cepBepy 0Oa3bl
JIAHHBIX, TIOKa Bbl HE yKa)KETE€ KOMITBIOTEPHI, Y KOTOPBIX €CTh pa3pelleHre Ha JNocTyn. bpanmmayap
MPEOCTaBIIIET JOCTYII K 0a3aM JaHHBIM Ha OCHOBE HcxoaHoro [P-aapeca kaxmoro 3amnpoca.

[Momumo mpasun  ¢unbrpanuu [P-agpecoB OpaHamaysp TakkKe yIpaBisieT MpaBHIaMH
BUPTYallbHOM ceru. [IpaBuna BHPTyallbHOM CETH OCHOBAaHBl Ha KOHEYHBIX TOYKAX CIYXKOBI
BUPTYaJIbHOHM ceTH. B HEKOTOPBIX Clydasx MpeNnovTUTENbHEEe NCIONb30BaTh MpaBwiia BUPTYaIbHON
cerw, a He paBwia ¢GribTpanuu IP-agpecos.

BuiBoabl. UTOOBI BBEIOOPOYHO MPEJOCTABHTH JIOCTYI TOJBKO K ONHOM M3 0a3 JaHHBIX Ha
cepepe Azure SQL Server, HeoOXomuMO co03/1aTh TPABWIO YPOBHA 0a3bl JAHHBIX IS
COOTBETCTBYIOIIEH 0a3bl JaHHBIX. B mpaBuiie OpanmMayspa ypoBHS 0a3bl TAHHBIX YKKUTE TUANA30H
[P-anpecoB, BBIXOASIIMI 3a MpeneNnbl Juana3oHa, YKa3aHHOTO B IpaBWJe OpaHIMayspa YpOBHS
cepBepa, u yoenutech, uro [P-ampec kimenTa momagaer B 1uana3oH, yKa3aHHBIH B MpaBHIIC YPOBHS
0asbl JaHHBIX.
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Beryn. HpOHI/IKHeHHSI IKT y naByanmbHuit TPOIEC CTBOPKOE MEPETYMOBU I KapUHATBLHOTO
OHOBJICHHS SIK 3MICTOBO-I[JTLOBHX, TaK 1 TEXHOJOLIYHWX HAIpSMIB HABUAHHS, IO MPOSABIIAETECS Y
CYTTEBOMY 30aradeHHi CHCTEMH JIMJAKTHYHUX MPUIOMIB, 3ac00IB HABYAHHS 1 Ha IIiii OCHOBI (hOpMYBaHH1
HETPAAULIIHNX NEAAarorivHuX TEXHONOTIH, 3aCHOBAaHUX HA BUKOPMCTaHHI KOMIT toTepiB [1].

MOHITOPUHT 5K 3aci0 YJOCKOHAJIEHHS CHUCTeMH iH(OpMAaIiifHOro 3a0e3reveHHs yrpaBiiHHS
OCBITOIO Ta KpHUTEpiaTbHUN amapaT OIIIHIOBAHHS SKOCTI 3HaHb PO3TIISAAIOTH Y CBOIX TpalsX BUeHI
pi3HUX KpalH B monorpadii B. buxora, FO. XKyka ta 0. boraukosa BIIEpIIIE B VYkpaiHi BH3HAYECHO
np06neMH 1 IUISIXM aBTOMATH3aIlil eKCIIepUMEHTaIbHUX MEAaroriYHuX JOCTI/KEHD U BH3HAYCHHS
piBHS HABYAJBHUX JIOCSATHEHb YYHIB MeToAaMu TecTyBaHHs [2]. O. CripiHEM JOCTiIKEHO MOHITOPHHT
BIIPOBQ/KCHHSI PE3YJIbTATiB HAayKOBO-AOCHIAHUX PpOOIT JUIs Tairy3i IICHXOJIOTO-TENaroriYyHux
JOCITIDKEHb Ta HaBEIECHO MOro MOKAa3HUKW 32 YMOBHM BHUKOPHCTaHHS BeO-opieHTOBaHUX 3aco0iB IKT
[3]. MoHiTOpUHTY PO3BUTKY HaBYaJIbHOI MAISUIBHOCTI y4YHIB MpPUCBATHIA CBOi mpami 3. PsooBa [4],
MeIarorivyHOMY TECTYBaHHIO JIJIsl KOHTPOJIO 32 HABYAIBHUM IIPOIIECOM Yy MEIarOTiYHUX YHIBEPCHTETaxX
— O. Yapkina [5].

Indopmarist oTpriMana B X0i KOMIT FOTEPHOrO MOHITOPHUHTY Ta OIIHIOBAHHS, HAJIA€ MOXKJIUBICTb
BUSIBUTH HE TUTHKH MPOraJIMHY B 3HAHHSX YYHIB, ajle 1 CBOEYACHO pearyBaTd Ha HUX Ta BIOCKOHAJIFOBATH
ocBitHi# nportec. C. [1In110B BU3HAYAE MOHITOPHHT SIK CHCTEMATHYHE CIIOCTEPEKEHHS, IPOrHO3yBaHHS Ta
MOJICTIFOBaHHS JTUHAMIKM PO3BUTKY 00’¢kra, O. MaiopoB — sIK CHCTeMYy 300py, 30epeXeHHS Ta
onpartoBadus HGpopmarii [6]. Ha aQymMKy BYEHMX, NPOBEIEHHS ITOCTIMHOIO TECTYBAaHHS 3HAHL VUYHIB
M0KA3aJI0 TOKpAIlleHHs X 3410HOCTEl, a TakoX 30UIBIIEHHS IHTEpEeCY 0 TECTIB Ta KOMII FOTEPHOrO
HaByaHHs. OCKUIBKM KOMIT'YOTEDHE TECTYBAHHS CKOPOYYE 4Yac, HEOOXIMHMI i1 KOpeKLii eKCIepTU3U
JIOKYMEHTIB, BUMTEJII MOXYTh BBECTH JIOJATKOBI TECTH JUIS JOCATHEHHS CIICIIANIbHUX LIUICH, HAITPUKIA,
MIEPEBIPSITH CIIOBHUKOBHH 3ariac, TePMIHOJIOTri 0, TOmIO [7].
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BinbImicTs AOCHITHUKIB BU3HAYAIOTh ‘“MOHITOPHHI 3a JOMOMOTOK0 IMOHSTH: “IIarHOCTHKA”,
“nocmipKeHHs”, “KOHTPOJb”, “OIiHIOBaHHS . MOHITOPUHI — 1€ IOCTIMHHMI KOHTPOJIb, CIELialbHO
OpPTaHi30BaHE CIIOCTEPSKCHHS 3a OYyIb-SKHMM IIPOIIECOM 3 METOH) BHSBJCHHS HOrO BiIIOBIIHOCTI
OaxaHOMY pe3ynbTaTy abo IMoYaTKOBMM mporHo3aMm. Lle croci®é oTpuMaHHs IeBHOI iH(opMarlii,
MOXIJIMBOCTI BUKOPHUCTaHHS SIKOi 3aJIeKaTh BiJi KOMIIETEHTHOCT1 Cy0’€KTa, B PO3MOPSHKEHHI SKOTO
BOHA OINMUHHJIACE. MOHITOPUHT — CHCTEMaTH4HE 30MpaHHS JTAaHUX PO BAXKIMBI aCIEKTH OCBITH Ha
HAI[IOHAJTLHOMY, PErioHaJIbHOMY ¥ JIOKaJbHOMY PIBHSX, 100 MOBCSKYAC 3HATH il CTaH i MPOTrHO3yBaTH
ii po3BuTOoK [8, 195].

Jyxe 4acTo TepMiH e-HaBYaHHs BBaXKalOTh CMHOHIMOM J0 JMCTAHI[IHOro HaB4aHHs. Tpeda
3a3HAYMTH, IO I1i TSPMIHU HE € OJTHAKOBUMH, TOMY IO JUIS TUCTAHIIHHOTNO HaBYaHHS HE 000B’SI3KOBO
BHUKOpHCTOBYBatH e-pecypcu Ta IKT [9]. BHKopHCTaHH;[ IKT mis MOHITOPUHTY Ta OLIHIOBAHHS B
HaBYaHHI CTa€ BcEe OUIBII MOXJIHMBHM 1 PO3MOBCIODKCHNM B LIIKOJIAX VYkpainu i crpuse
3alpoBa/DKEHHIO e-HaBuaHHS. @DEHOMEH e-HaBYaHHS HHHI TMOB’S3YIOTh SK 3 TEXHOJIOTiIMH
JUCTAHIIKHHOrO a00 PO3MOIIEHOr0 HaBYaHHS, TaK 1 3 MPOHMKHEHHSM B OCBITHIM mpoliec 3aco0iB
MOOUTFHOTO HAaBYaHHS, XMapHUX 00uYuciieHb. 1[I TeXHOIOoril YMOXKIUBIIIOIOTh THYYKE BHKOPUCTAHHS
3HAYHOI KUTBKOCTI PO3MOALICHUX PeCcypciB 1 3ac00iB, JOCTYN IO JaHUX y OyAb-siKild TO4Ili i y Oyab-
SKHH Yac, OpraHi3allifo KOJIEKTUBHOI poOOTH 3 pecypcaMu 0araTboX KOPUCTYBadiB, CIUTBHY PO3POOKY
MPOEKTIB Yy TUCTAHIIIHHOMY pexumi [10].

JIoCHIHUKN 30CepeIKYIoTh yBary Ha METOJIUKAax IMPOBEACHHS OIIHIOBAHHS 1 MOHITOPHHTY.
Mero/ OmiHIOBaHHS! 3HAHb CTYJCHTIB HUISXOM TOPIBHSUIBHOTO aHaji3y TEKCTY BIAMOBIAl 3 3aJaHUM
€TAJIOHHUM TEKCTOM Ta BH3Ha4YeHHS iX peneBaHTHOCTI BUBYae JI. Banpopina [11]. CTBOpeHHIO TecTiB
HAa OCHOBI BITYHM3HSHOTO 1 3aKOPJOHHOTO JIOCBiy BIIPOBRKCHHS Yy TMPAKTHKY MeJaroriaHol
JISUTBHOCTI CY4acCHHMX METOJIB Ta TEXHOJIOTIH IMeAaroriYHOro OIIHIOBAHHS MPHCBITHIM IOCIOHHKH
I. Bynax ta M. Mpyra [12] Ta JI. fpomyk [13]. JliarHOCTHYHI XapaKTEPUCTUKK KOMIT FOTEPHUX TECTIB,
K1 HOPMYIOTBCS 32 METOJIOM BiJTHOBIIOBaHUX (hparMeHTiB BHCBiTIeHO B mipatsax O. [lerkosa [14].

1. ®enopyk MOBOAWTH, MO METOAMKH Ta IHCTPYMEHTapid KJIACHMYHOI TEOpii TECTiB MOINpH
BEJIMKI MOJIMBOCTI I1i€1 TEXHOIOTIi HEe BUPINIYIOTh 0araTboX 3ajiad OCBITH 1 JIMIIE aJalTHBHI TECTH
MOKHA €()EKTHBHO BHMKOPHCTATH JUIsi ONTHMi3allil HaBYaJbHOI'O MPOLECY, MOHITOpuHTrY [15].
H. Balizanbka BU3HA4MIIa MEAAroriuHi YMOBH MOHITOPHHIY SKOCTI HaBYAJIbHUX JOCSATHEHb CTY/CHTIB
y BHUIIMX HaBYAIBHUX 3aKJIaJlaX HelepyKaBHOI Bi1acHOCTI [16].

3amnpoBa/UKeHHd B YKpaiHi 30BHIMIHBOTO HE3AJIEKHOIO OLIHIOBAHHSA Ta PO3BHUTOK
1H(GOPMAaLIIIHOrO CYCIUIBCTBA, B SKOMY Mail)Ke KOKEH Y4Y€Hb Ta BUMTEIh MA€ CydacHI rajpKeTd Ta
JOCTYI 3 HUX J0 [HTepHET, CIpHSITH 30UIBIICHHIO i IHTEpeCy 110 BUKOPHCTAHHSI IKT st MOHITOPHHTY 1
OI[IHIOBaHHs 3HaHb B OcBiTi. [lo3a yBaroro JOCITIIHUKIB 3aJIMIIA€ThCSl aHalli3 3acoliB, sIKi
BHUKOPHUCTOBYIOTBCS JIJIsl IPOBEJCHHST MOHITOPUHTY Ta OI[IHIOBAHHS B YMOBaX €-HaBYaHHS.

Meror JTOCTIDKEHHSI € BU3HAYCHHsI MOXJHMBoOcTer BHKopuctanHs IKT amst MoHiTopuHTY i
OI[IHIOBaHHsI 3HaHb B e-HaBYaHHI. /Iyl JOCSTHEHHS METH TPOBEACMO aHalli3 e-pecypceiB, SIKi MOXKHA
BHUKOPHUCTATH B e-HABYAHHI JUTS TPOBEICHHS MOHITOPHUHTY 1 OI[IHIOBaHHS 3HAHb TAa BU3HAYMMO YMOBH
IX BUKOPUCTaHH.

Pesynbratun gociimkenns. [y BU3HAYCHHS MOTOBHOCTI BUMTEIB IIKLI O MOHITOPHHTY 1
OI[IHIOBaHHs 3HaHb B €-HAaBYaHHI MPOBEJCHO AaHKECTYBaHHS 55 BYMTENIB KypCiB MiJBHIICHHS
kBamidikamii. Maiixe 44 % BumreniB MaroTh gocBinm Bukopucranus IKT s monitopuary i
OI[IHIOBaHHs 3HAHb YYHIB 1 3alpOBa/KYIOTh €IEMEHTH e-HaB4yaHHS Ha ypomi (Puc.l). Binmpuiicts
BunrteniB (87,3 %) roroBi Buuath IKT ms opranizamii e-

HaBYaHHS 1 30KpeMa MOHITOPHHTY 1 OIIHIOBaHHS 3HaHb YYHIB. 43,6 56,4

3anpoBajpKeHHs B YKpaiHi 30BHIIIHBOTO HE3AJIEKHOTO % 0
OL[IHIOBAHHSA € JI€EBUM YMHHUKOM JUIS BYMTEIIB O
3alpOBa/KCHHSI MOHITOPHHTIB Ta OI[IHIOBaHHS Ta HaJae

MOXIIMBOCTI MOPIBHATH JOCSATHEHHS YYHIB 3 PI3HHX PErioHiB, W yi
IIKLT 3a OCHOBHUMH peaMeTaMu (https //zno- Puc. 1. Bionosioi
2017.monitoring.in.ua), cHpusie TOsABI  e-pecypciB,  fKi uc. 1. BLONOGLOL Ha 3ANUMARHA

guumenie ujo0o 00ceidy
suxopucmanus IKT ons
MOHIMOPUHSY | OYIHIOBAHHS 3HAHD

JI03BOJISIIOTH BUITYCKHUKAM IMiATOTYBATUChH 10 TECTYBAHHS:

— e-pecypcH 3 TecTaMH, sKi Oynd 3afisHi s
30BHIIIHBOIO HE3aJSKHOrO OIIHIOBaHHs https://zno.osvita.ua,
https://www.iznotest.info,

— MAacoBl BIJKpHTI OHJIAHH KypCH Ta CEpBICH IS CaMOCTIHHOI MiATOTOBKM MaiOyTHIX
albiTypieHTIB, Ha SKUX PO3MIIIEHO TECTH, ABTOPCHKI pinieHHs KoxkHoro 3asnanHs (http://zno.ed-
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era.com, https://prometheus.org.ua/zno) Tta marHi pecypcu  (http://znaniya.znonline.org,
http://online.zno.ua).

Jlumte 4,3 % BuurteniB BimnmoBid, mo He Booairotk IKT, 3 skux 2,1 % He O0auaTh B TOMY
HeoOXximHocTi. CucrematnyHo BUukoprucToBytoTh IKT B megaroriuniii misuibHOCTI — 32,6 % nienaroris, 3
skux 7,3 % BYMTENIB MalTh JOCBII CTBOPEHHS AMCTAHI[IMHMX KypCiB 1 IIOCTIMHO, CHCTEMHO
BHUKOPHUCTOBYIOTh JJISi MOHITOPHHTY 1 OI[IHIOBaHHS JUCTaHIIHHI TuiaTdopmu; a 8,7 % MaroTh BUCOKUH
piBerb IKT-kommereHTHOCTI 1 MOXKYTh HABYUTH IbOMY KOJICT. BononitoTh  ereMeHTapHUMH
HaBu4kamu pobotu 3 IKT, ane /Ui MOHITOPUHTY Ta OIIHIOBaHHS 3HaHb HE BUKOPHCTOBYIO (34,8 %),
YIOCKOHAIIOITh (hopMu Ta Meroau podotu 3 BukopuctanusMm IKT (19,6 %). Haiiyacrime BuuTeni
BHKOPHCTOBYIOTh O€3KOIITOBHI pecypeu (87, 5 %).

BJIACHI PO3POOKH
Go Pollock
Plickers
onlinetestpad

Testorium

Kahoot

Google hopmu

70%

Mytest

Puc. 2. Bionosioi euumenie w000 npoepam, siKi GUKOPUCIOBYIOMbCSL OISt MOHIMOPUH2Y Ma
OYiHI08aHHSA 3HAHD YuHiE (%)

OnuTyBaHHSI TOKa3ano, MO OUIBIICTh BYHUTENIB 3a3HAYMIIM [POTPaMH, SKi HEOOXiJIHO
BCTAHOBUTH Ha KOMII FOTEPH alie SKi He 00OB’SI3KOBO MiAKIMIOYeHI 10 IHTepHeT. Po3rissHemo 3a sKux
YMOB IIi CEpBiCM MOXYTh BHUKOPHCTOBYBAaTHCh JUIS OI[IHIOBaHHS Ta MOHITOpHHTY. Halivacrime
BUKOPHCTOBYETHCS cepBic Mytest (Puc.2), sxuit onoBiiero 1o Bepcii MyTestX i ckiagaerbes 13 cucremMu
nporpam (TIporpaMa TecTyBaHHS Y4HIB, PEIaKTOP TECTIB 1 )KypHAI Pe3ybTaTiB) Ta MOXKE MPOBOTUTHUCH B
KOMIT IOTepHOMY KJIAaci, HaBiTh Oe3 mijkitoueHHs 10 IHTepHeT. CepBic O3BOIISIE CTBOPUTH 1 MPOBECTH
KOMIT IOT€pHE TeCTyBaHHSI, 30ip Ta aHalli3 pe3yabTaTiB 3a PI3HUMHU KPUTEPISIMU (Yac BUKOHAHHSI, YICHb,
KJlac, 32 KO)KHUM 3aBJaHHSM), BHCTaBUTH OIIHKY. [Iporpama MyTestX mpalitoe 3 gecsiTbMa THIIAMU
3aBJlaHb: OJIMHOYHHH BUOIp, MHOXXHHHUI BHOIpP, BCTAHOBJICHHSI TIOPSKY ITPOXO/PKEHHSI, BCTAHOBJICHHS
BIJIMIOBITHOCTI, BKA3iBKa ICTUHHOCTI YM XUOHOCTI TBEPIDKEHb, pyUHE BBEICHHS YHMCIIA, PYyYHE BBEIICHHS
TEKCTy, BUOIp MicIl Ha 300pakeHHi, IepecTaHOoBKa OYKB, 3allOBHEHHsI MPOIMYCKiB. TecTw MOKHa
CTBOPHUTH 3 ypaxyBaHHSIM IPOMOPLIAHOCTI KUIBKOCTI 3alMTaHb 3 PI3HUX TEM BIINOBIAHO JO IX
cxnaanocTi. HemonikoM mporpamu € Te, o OUIbI HOBI 11 Bepcii € MIaTHUMU.

Cepen 3aco0iB, sKi HOTpe6YIOTB Joctyny 1o IaTepHer memarord BUAUIAIOTH cepBic Google
¢dopmu, sikuii € YacTuHOIO odicHOro iHcTpymeHTapito Google Drive. Buureni HAroJIOUIYIOTh Ha fioro
3pYYHOCTI i IIOCTyHHOCTl JUIs NIPOBE/CHHS OMUTYBAHHs a00 TECTy. Cepmc MIOCTIHHO OHOBIIOETHCS 1
JI03BOJISIE HE TUTHKH BHOpaTH TpaBHJIBHY BiANOBIl UM HANMCATHU 11 @ HABITH HAJICIATH 32 JIOTTOMOTOI0
npukpiruieHas daitny. OxepkaHuii TecT MOKHA BIATIPABUTH YYHSM €IEKTPOHHOIO TIOIITOI0, BOYTyBaTH
Ha caiit abo Oor 3a JONMOMOrOI0 CHeliaTbHOro Koay. Pe3ynbratu oriHioBaHHs 30epiratoTbes B (aiimi
eNeKTPOHHOT Tabmuii. 3a yMOB BKIIOYEHHSI BCiX y4HIB 10 Google class BUMTENs MOXKe HAKOMUYYBaTH
JlaHi TIPO BCi OLIHIOBAHHS Ta 3JIICHIOBATH MOHITOPHHT HAaBYAILHHUX JIOCSTHEHb MPOTSATOM TPHUBAIOTO
4acy 3 aBTOMATH30BaHHM JKYPHAIOM, B SIKOMY Y4Hi 0a4aTh TUTHKH BIIACHI OI[IHKH.

Bukopucranus [aTepHer norpedye 000B’s3K0BOT peecTpallil yuHiB Ha cepBicax Testorium ta
Master-test. OHJIAHH-CHCTEMHU JIO3BOJISIFOTH CTBOPUTH BIIACHI OIONIOTEKH TecTiB a00 BHKOPUCTATH
pecypcH iHIIUX BuuTeniB. JIumie mpu peectparii y4HIB BUHTENb MOXE BiJCTeKYBATH YCIIIIHICTh
cBoix yuHiB. CaMe Iisi yMOBa HE 3aBXKIM IPUBAOIIOE BUMTENS, 00 MOTPEOYE BiJl HHOTO JOJATKOBOI
poboru. CepBic MOXHa BHKOPUCTATH JUIS CaMOOI[IHIOBaHHs Yyu4HIB. https://www.testorium.net —
0C3KOIITOBHA OHJIAMH-CHCTEMa JUIs MpOBEJeHHs TecTyBaHHs. CepBic Mmolermye poOoTy BUUTENS i
HaJa€ € MOXKIMBICTh YUHSIM Ta CTYJCHTaM CaMOCTii{HO IEpEeBIpUTH CBOi 3HAHHS, B TOMY YHCHi i
rotoBHicTh 10 3HO, B oHnmaitH-pexxumi. OCBITHIM cepBIiCOM ISl iIHTEPaKTUBHOTO TECTYBAaHHS 3HaHb
CTYJCHTIB 1 yuHIB € muiatgopma Master-test (http://master-test.net/uk).
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Bunrteni 3amikaBieHi B IMPOBEICHHI MOHITOPHHTY 1 OIIHIOBAaHHS 3HaHb HE TUIBKU JUIS
MiJICYMKOBOTO KOHTPOJIIO aJie 1 JUIsl MPOBEACHHs YPOKiB. JIJisl IBUAKOTO 3allydeHHs] yYHIB Ha YpOIli Ta
OTPUMAaHHS BiJl HUX 3BOPOTHHOI'O 3B’S3KYy MOXXHA BHUKOPHCTATH HE TUIBKHM KOMIT'IOTEpH aie i
TeneOHHU YU TUIAHIICTH.

Go Pollock (https /Iwww.gopollock. com/ru) — II¢ OHJIAaHH-CEpPBIC JUIS MUTTEBUX TECTIB, SIKi
MOXKHA HPOBOIUTH SIK mij 4ac YPOKY, Tak 1 maBatu Ha JomainHe 3aBaaHHs. CepBic He HOTpe6ye
peecTpaliii yuHiB, TECTH JOCTYIHI 3a MOCHJIAHHSIM BCiM, XTO 3Hae kof. [aterpamis 3 Khan Academy
JIO3BOJISIE BUKOPUCTATH SKICHI 3amMTaHHSA aHriifickkoro MoBow. B Go Pollock € moximuBicTh
OpraHi3yBaTH CHIBIpAII0 YUYHIB i3 3aJIydeHHSIM METOJy CTOpiTemiHry. Bumurenb mokasye aHiMOBaHY
ICTOpIir0, PO3BUTOK SIKOT 3aJIGKHTh BiJI BIIMOBIIEH YChOTO Kiacy: UMM OUIbIIE MPaBUIBHHUX BIAMOBIACH
— THM JIaJTi iICTOPisl MPOrpecye.

Cepgic Plickers (plickers.com) m03BoJIsIE TIPOBOIUTH MOOLUIBHI TOJNIOCYBaHHS 1 ()POHTAIBHI
OIUTYBAHHS IiJ] YaC HABYAJIBHOIO 3aHATTS 3 BUBUCHOI'O abO MOTOYHOI'O Marepiany B TECTOBIH (opmi.
Pobota 3 MOOUTEHIM JI01aTKOM 3a0Kpae He Oublle KiTbKOX XBHIMH. MUTTEBO pe3yibTaTH ONMHUTYBAHHS
BUBOJIMTHLCSI HA €KpaH KOMIT I0Tepa (TeleBi3opa, IpoeKTopa), sikuii Mae jpoctyn jao [arepuer. HasBHicTh
cMmapToHiB 200 KOMIT'IOTEpIB Yy YUHIB HE MOTPiOHA: TUTBKK CMapTQOH (TUIAHIIET) YUUTENS 3 JTOCTYIIOM
no [aTepHery, Ha sSIKOMy BCTaHOBJICHO Oe3KOIITOBHMH JofaTok Plickers. 3 momomororo 1poro gomaTka
MoxHa 34nTyBatd QR-KOIM 3 mamepoBUX KapTOK YYHIB, IPUTOTOBIICHUX 3a3aaierigs. KapTku MoxHa
BUKOPHCTOBYBATH 0AaraTopa3oBo JUIsl YUHIB Pi3HUX KJIACIB.

BeskomroBHuii ceppic Kahoot (https://kahoot.com) po3paxoBaHuii Ha 3aCTOCYBaHHsI Y KJlaci —
BUHTENb JIEMOHCTPYE 3alMTaHHS Ha €KpaHi (TecT, BIKTOpPMHA), a B el Yac Y4HI BiANOBINAIOTH Ha
3alUTaHHs, BUKOPHCTOBYIOUM KoMIT'roTepu abo Ha cMmaprdonu (Android, i0OS, Windows Phone).
SKIo y4YHI HE MaTh KOKEH OKpEMHUH MPHUCTPIM JUIs BBEIEHHS BIINOBIII TO BOHH MOXYTh
00’ennyBatuch B Tpynu. Jiist BXoay y BipTyanbHYy KiacHy KiMHATY, siK i B Go Pollock, yuni noBunHi
BBECTH CIICIIaJIbHUN KOJ, sKMi Hamae menaror. Cepmic J03Boisge€ OyayBaTH jiarpaMd YCIIIIHOCTI
BCHOTO Kilacy, 30epiratv pe3ysibTaTh KOXHOTO ydHs. OCOOJIMBO Y4YHSIM MOJ00ar0ThCS 3MaraHHs.
Pe3ynbTatr y4HIB BiZICTEKYETHCS CEPBICOM 1 aBTOMATUYHO BUPAXOBYETHCS MEPEMOXKEITb.

Cepeic Quizzy (http://easyquizzy.ru) Takox JJO3BOJISE YK€ IIBUJIKO CTBOPIOBATH TECTH, SKi
MOXXHA BHUKOPHCTOBYBAaTH JUIsi POOOTH 3 YYHSMH 13 3aCTOCYBaHHSM MOOUIBHHX NPHCTPOiB abo
CTaI[IOHAPHOTO KOMITTOTepa, aje MOoTpedye J0maTkoBoi oruatd 3a BukopucTaHHs. QuizOperator-
(http://quizmaker.nl) 1ie 6e3KOMTOBHUI IHCTPYMEHT, SIKMH JTO3BOJISIE KOPUCTYBAayaM JIETKO CTBOPIOBATH
Ta MPAIIOBATH 3 BIKTOPUHAMH (TECTaMH ) 32 JOMOMOTor0 QR - Koj1iB 1 BUKOHATH 3aBJIaHHS TECTY.

[MonysnsipHUMHE € cepes BUMTENIB 1 corianbHi Mepexi (58,7 %), ane nemaroru BBaXXaroTh, 0 1X
HE MOXXHAa BHUKOPHUCTOBYBATH ISl MOHITOPHHTY 1 OIIIHIOBAaHHS a JIMIIC JUIsi OOMIHY JOCBIZIOM Ta
cinkyBanHsM. Omnnaitn cepBic QuizSnack (http://www.quizsnack.com) TeX TNpU3HAYCHHN IS
CTBOPEHHSI IIBUAKHX OMUTYBaHb i PO3MIIIEHHS IX B COIIalIbHUX Mepexax, Ha CTOpIHKax CalTIB i
onoriB. Jlns movatky poOOTH HEOOXiTHO 3apeecTpyBaTHCS B OJHOMY 3 IEpepaxOBaHUX HIKYE
cepBiciB a0 BUKOPHCTOBYBATH akkayHT Bin Google, Facebook a6o iHIIIOro comiaibHOro cepBicy.

BuuTeni, sKi BKasajgM, II0 BUKOPHUCTOBYIOTH BJIAacHI po3pobku (6 %), 3a3HauMIIM, IO
CTBOpIOIOTH HeBennuKi TecT B Excel Ta PowerPoint, Test-W, Mentimeter.

BucnoBku. Jlume TperMHa BYMTENIB CHCTEMHO BHKOPUCTOBYE B cBoiii poOoti IKT mis
MPOBENICHHS MOHITOPHHTY Ta OLIHIOBAaHHS 3HaHb, 3alpOBa/UKEHHsS e-HaBuaHHA. Possutok IKT,
30KpeMa BIIKPHUTHUX ENEKTPOHHUX PpECcypCiB JIO3BOJSIE YYHSM CaMOCTIHHO BHKOPHUCTOBYBAaTH
pi3HOMaHITHI cUCTeMH 1 mIaTGOopMu JUTs IepeBIPKU BIACHUX 3HAHD HA CaMOHAaBYaHHS. MOHITOPHHT Ta
OlliHIOBaHHs 3HaHb y4HIB 3acobamu IKT nomomarae BUMTENO aBTOMAaTHU3yBAaTH IEPEBIPKY pOOIT,
CIUTAHYBaTH HaBYaJbHY pPOOOTY, BM3HAYUTH HAIpPSIMU KOPEKI[ii HEIOJIKIB 3HAaHb, YMiHb, HABUYOK
VUHIB, CITPHUSE PO3BUTKY €IEKTPOHHUX JUJAAKTUYHUX PECYPCIB JJIS IEPEBIPKH 3HAHD YUHIB.

IKT HazmaroTh MOXKJIMBOCTI MPOBOJAUTH MOHITOPUHI OILIIHIOBAHHS HE TUIBKH B KOMIT FOTEPHUX
KJacax, aje 1 3 3alpoBaDKCHHSIM MOOUTPHHX TenedOHiB, TUIAaHIICTIB, SKi MiAKIOYeHi 10 [HTepHer.
PizHOMaHITTS OE3KOIITOBHUX MPOrpaMm i cepBiciB HAJa€ MOMXIIHMBICTh KOKHOMY BUHUTEIIO BUOpAaTH
3aco0M U BUKOPUCTAHHS Ha PI3HHUX €Tarax YpoKy 3 MOXIIMBICTIO OpraHi3ailii 3B0pOTHHOTO 3B’SI3KY 3
YUYHSIMH Ta MOHITOPHHTY 1X 3HaHb.

YmoBamu BukopuctanHs IKT i MOHITOPHMHTY Ta OIIHIOBAHHS 3HaHb B EIEKTPOHHOMY
HaBYaHHI €: MU(PpPOBa KOMIICTEHTHICTh YYaCHHMKIB OCBITHBOTO IPOIECY; TOTOBHICTh BYUTENIB 0
MPOBENICHHS MOHITOPHHTY 1 oriHioBaHHs 3acobamu IKT (po3ymiHHs BimMiHHOCTEH pi3HUX 3aco0iB
IKT Ta MeromuKku iX BUKOPHCTAHHS JJIs1 MOHITOPUHTY Ta OLIHIOBAaHHS 3HAHb), HASBHICTh IIATHOPM 1
OHJTAiH-CHCTEM JIJIsl OpraHizallii MOHITOPUHTY 1 OI[IHFOBaHHS Y4HIB, JOCTYII JIO0 [HTEpHET.
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[Nopansioro mocmipkeHHs: OTpeOye aHawi3 pe3ynbrariB 3anpoBapkenHs IKT mais MoHITOpUHTY
Ta OIIHIOBaHHS 3HAHb B €-HABUaHHI, CTBOPEHHI METOIMYHUX PEKOMEH/IAIIIH /IO TIPOBENICHHS MOHITOPUHTY
3a JIOIIOMOT'OF0 OHJIAMH-CHCTEM HE TUTBKH ISl CEPEIHBOT aie i JUIsl BUIIIOT ITKOJTH.
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TaHBIMIBIK KBI3METTIH MPAKTUKAIBIK JXKOHE TEOPHSUIBIK TalJaybIHBIH KepceTyli OOWbIHIIA
medepiikTi  Ky3ere achIpy/ia  KaThICAThIH «TICHXHKAJIBIK) Yp;[iCTep epeKIlie 9peKeTTep TYpiHJe
KapacThIPbLTY b MYMKiH: MHEMOHHUKAIBIK, 3UATKEPIIIK, TepuenTuBTi. COHFBI JKaFqaiiia opeKeT — ama
aneMeHTi. Bepinren xarmaiga «opeKeT» - FBUIBIMH-aKNapaTThIK KbI3MET IMIeOepiiriHiH Oipiiri, ain
«aMayn» - OHBIH 06JIiri HeMece OpBIHIAY TACUI. OpeKeT — OyJI OeNrici caHajbl MaKcaTKa JKETy OarbIThI
OOJNaThIH CABICTHIPMAIIBI TYPJIE TOYENCI3 ypaicTep (HEMKYpAKIIbI - CBIPTKBI, TOXKIPHUOEIiK HeMece 1IKi,
3epaeini). O3IHIIK KbI3MET OPEKETIHIH albIpMAIlbUIBFBl TAyelci3 ceOeOiHiH OonmMaybl, e31epi
KYpacThIpaThiH KbI3METTIH ceOebiHe OarbIHAIbI. SpeKerTesziH CaJIBICTHIPMAITbI Tsyencimiri oip
gpeKerTm e31HIH Typa MaKCaThIH CaKTaii OThIpBII, ngypm KLI3MerTep111H KypaMbIHa Kipe aybl apKbUIbI
Kepceriyesi; ol e3iHiH ceOeOine OaillaHbICThl ©3repyl MyMKIH, COHKECIHIIe 63iHiH MarbIHACHI OOWBIHIIA
CYOBEKT YIIIiH, SIFHU ©31HIH KYKTeMeCiHe OalJIaHbICThI, IMOLIMSJIBIK KaJIIbIHA Kapaii skoHe T.0.[2]

3eprrey HoTHKenepi. FrulbiMu omeOuerte «urebepiik» TEpMHHIHIH OIpMOHAI emec
KONIaHybIHA Kapail, JWJaKkTHKaga OJ €Ki Typii MarblHaJla KapacThIPbUIAIbI: TICUXOJOTHSIIBIK-
MEeIarOTMKAaNbIK JKOHEe KOFaMIbIK-Tapuxu. OHBIH TYCIHAIpUTYi OuTiM amymibl Oip JkaFblHaH OLTiM,
meoepItiK, JaFabl aJaThlH TICUXOJIOTHSUIBIK-TICAArOTMKAIBIK BIKIAIABIH OOBEKTICI 0O0Ma/bl, eKiHII
KarblHaH — OipTe-0ipTe kKeKe 3UATKEPITIKTI MeOepITiK SKUBIHTBIFBIH CHIIATTANTBIH MOHIII TYJIFa OOMa/IbL.

Kanmel pumocodusuibik OLTiMIE «IIeOepiIiky «dpeKeTTeri OuTiM» TypiHIe KepceriireH. [7]
OpOip KEITIpUIreH aHbIKTamajap ChIHFa ce0er OOJIMaliIbl, OPKAHCHICBIH HEri3re ajyra Oojajbl:
1me0epIIik ©31HIH CHITaTTaMachlHa Kapal opKalllaH CaHajlbl OPHATBHUIFAH KbI3METTIH MaKCaThl MEH OHBIH
OpBIH/IAy TOCUII HEMece IIapTTaphl apachblHlia KapbIM-KATHIHACTHI AallIbIH alla aHBIKTAHIbl Jiel
ecenTenei; KypbUIbIMBI OOWBIHINIA — TYpJi OuTiMaep MEH MallbIKTapAblH JKUBIHTBIFBI, JKy3ere
aChIPBUTYbI OOMBIHINIA — TAHBIC TOCUIACP/IIH JKaHA MIAPTTapFa TOYENCi3 aybICTHIPIYhI. TYCIHITr KYMBIC
JKacay, KyObUIBICTBI TaHy, OHBIH aMaJIJapblH OpbIHAAy OOJIFaHIbIKTaH, OHBIH IIIIHJE KOMIIOHEHTTEPI
KOPCETICTIH aHBIKThIMAHBI Ta0y KepPeK OOJIIbI.
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«11leGepItik» YFHIMBIHBIH Ma3MYHBI ABTOpBI
JKana 6i1iM MeH MalIbIKTap/ibl YHpPEeHyAe TYbIHAANTHIH, TOKIpuOene OUTIKTUTIKKE ne 3. 1. Xomkasa
OoIrFaH, aZlaMHBIH Te3 KoHe OHal MIeliM Il KaObU1Iai aimy MyMKIHJIrT HeMece AasipibIFbl T
Epexenep Hemece epesxernep *kyiieci Herizinzue O0aThiH OpEeKeTTEp HEMECe OpeKeTTep B. I'. Onymikun
JKUBIHTBIFBIH HeJICHY HOTKecl. HakThI mapTTap MeH »karnaiiapra Toyenci3 Typii E. H. Orapes

IIaPTTAPMEH OPBIHIAJIFAH OPEKeT IIeOepTik O0JIbIN eCenTeiHe

A. H. Jleontnes

[ToHzik opexeTTep JKyHeciH OpbIHAAY H. B. ConoBseBa
JKana maprrapaa MakcaTIieH colikec OUTiMIep IiH OHIMII KONIaHbUTYbIH KAMTAMAaChI3
€TEeTiH caHaJIbl SpEeKeTTep/AiH Kypaeni xyiieci. [llebeprikTiH KypbUIBIMbIHA KapanaibiM
opeKeTTep — aMaJiiap Kipe[i, CTY/ISHT OJlap/ibl MEHTEPreH COH CaHAIIbI TYPJIE OKbI-
TaHBIMIBIK KbI3METTE IIAPTTAP/Ibl AyBICTHIPATHIH )KaHa MYMKIHIIIK PETiHIE KOJaHa
aajipl
AnaMIbIH 1Ie0epitiri — 3UATKEePITiK KbI3METTIH dKOFapFbUIAPhIHBIH Oipi. Ocep ety —
HAKTBUIBI Oip yKaFnaiyiap/a alaMHBIH JKYPiC-TYPBICTAPBIH KOPCeTy (popMalapbIHbIH Oipi

B. H. MakcumoBa

I'. B. Hukutuna,
B. H. Pomanenko

[IIapTTap MeH MaKcaTTapra COMKeC aJaMHbIH Oaraap Tayblll, OPEKET €Ty MYMKIHIIT] A. B. Ycosa
pTTap P D TaybIll, op y MyM A. A. BoGposa
Urepinren 0ii1iM MEH MAIIBIKT: HMeCiH Heri3r TBIPBIIL, TAIICBIPM bl
D KTap JKYHECIH Herisre ajia OTBIPBII, TaIChpMaap B. A. Tymerko

mienryre OarbITTaIFaH MIBIFAPMAIIBUIBIK OPEKETTEP Il OPBIHIAY MYMKIHIIT
Ma3sMyHIBIIBIK TIEH amajl €Ty OipiIiri — OLTiM MEeH TOKIpHOe HeTi31H e aaaM bl

A. H. Kcenogonrtora

OpEKeTKE Aaspiay (2003)
OpbIHAay OIapTTapbl MEH MaKcaTTaphIHA COMKEC opeKeTTep JKYHECIH THIMI Makiaanany . ®. Tomos
MYMKIHZIT o

K. K. ITnatonos
(1962)

AnaMIbIH KaOICTTI Typ/Ie XaHa [apTTapia KePEeKTi cara MEH CoOMKec Mepi3iMe
YKYMBICTBI OPBIHIAY

MeniH naiibiMaaybiMina, E. A. MuepsiH aHbIKTaMachl OChl Tajantapra caid. Famsmv mebeprikri
aJIaMHBIH HeETI3ri OUTIMI MEH MallbIKTapbIMEH ajifa KOWBbIIFAH MAKCATThI, CaHaJbl TYpAE TaOBICTBI JKETY
MyMKiHiri. «IlleGepiik» meH «MaKcaTThIHY OalyIbIHBICHI — aHBIKTAMAHBIH Callaibl KOPIHICI. [4]

KyHap! sxargaiapiy Oipi meOep IikTi AaMbITYa aJlaMHBIH KYII-KyaThl ©31HIH KaJIIIbIHA KEJIiIl,
me0epJIiK KeKe TaMBITYIbIH KOKETTI KypaJibl OOJIBIIT TaObLIA b

KoraMabIK-TapuXu TYCIHIKTEr1 meOepilik oJIeyMeTTIK TOKHpeOene TybIHIaFaH JKOHEe Kasipri
TapuXu KE3CHJET! KOFaMJIbIK KOPIHICTErl OpPEKETTEePAiH, KOCHOHW IIbIFapMalllbUIbIKKa TaOBICTBI CHYI
VIIH KaKETTI MakcaTThl JKyieci, OJ OCIriICHreH IapTTapMEH, aHBIKTaJFaH Kypajugap »XoHe
AHBIKTAJIFAaH JKbULIAMIBIKIICH OPbIH/IaJIa/IbI.

[leGepmik caHaIBIKIEH, 3UATKEPIIKIICH, MAaKCATThUIBIKIICH, CPIKTUIIKIICH, >KOCIAPJIBIKICH,
anra 0acyIIBUIBIKIICH, TOXKIPUOETIK KbI3METIICH, THKIPUOEITIK dpeKeTTep MEH 3ep e UIiKTIH OipiryHeH,
COHBIMEH KaTap KbI3METTIH MaKcaThIHA JKETYIIH MyMKIHIIKTEPIMEH CHITaTTaIa bl

3amMaHayH MeAaroruKajblK FhUIBIMIAFRI IICOCPITIK KO MOHAI Oonbin TaObLIambl (kecte 2). A.
B. VYcoBa mebeprnikTi eki Kareropusira Oesemi: TOXIpUOENIK CHIATTaMalarbl medepiik (emiey,
ecenTey, acmanTtap MEH KaOAbIKTap/bl Maiaiany), TaHBIMBIK CHIATTaMaaarbl medeplik (Oaikay,
ToKipube, omebuermeH xymbic). Exi Typi nge e3apa OaiaHBICTBI JKOHE OKBITYIBIH OapiIbIK
caThUIAPBIH]IA MAHBI3BI POJI aTKapaIbl. [6]

FruibiMu aKmapaTThIK KBI3METTIH IIEOSPITIriH KaJbIITACThIPY KYHECIH AaMBITY KE3IHIC KOHE
ONIEYMETTIK MOJCHUETTI aJam3aT >KMHAKTaFaH jKOHE YpraKTaH Yprakka OepiieTiH ic-KUMBUI jKyheci
perinne kapactbipaTeid W.S. JlepHep TeopusicklHa cyiieHIiM, on OimiM OepydiH TepT KypaMbIH
AHBIKTAMIbI:

1) TaburaT, KOFaM,
OUTIMACPIIH KUBIHTBIFBI,

2) narapuiap MeH OLTIMIEep/Ae OpbIHAAIaThIH, KbI3METTIH TaHBIMAJI MYMKIHIIKTEpiH OpBIHIAY
TaKipudec;

3) angpiH-ana OacKapbUIaThIH OPEKETTEP IKYHECIH KOpPCETICHTIH,
paciMIEpPMEH KaMThUIFaH MIBFapMaIlbUIBIK KbI3METTIH TKIpHOeci;

4) SMOLMOHAJIIBI KATBIHACTBIH OPEKETKE HETI3/IeNreH Taxipruoeci.

N. 4. Jlepuep OuriM OepyaiH TOJBIK KypamblHAa €HETIH DJIEMEHTTEPIiH KEHEHTIIreH
CUIaTTaMachlH Oepe OTBIPBIN IIeAaroruKagaH KeJeciied aHbIKTaMaHbl IIbIFAPIbl:  «IICOSPITIK»
ToxipuOene, jkaHa >KOHE ICIETTeC, IIbIFAPMAIIbUIBIK JKargaiyiapia KOJIaHBUIBII KaObUIIaHFaH
aHBIKTaMaHbl KepceTeni. AjmaMm OutiMre me OOJIbIN, KhI3METTEP/IH MYMKIHIITIH KOJJaHa ajca, Ol
HIBIFAPMAIIIBUIBIK TOKIPHOSCIH UTepreH Jem ecenteiei. [3]

TEXHUKA, aJaM Typallbl, KbBI3METTEPAIH MYMKIHAIKTEpI Typasbl

HAKThl 3HUATKEPJIIK
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Kecre 2. FeutbiMu onebuerTeri medepiikTiH KIiKTenyi

le6epiik Typi Kapacrbipran Tysira
Kaunmsl medepitik E. 1. Urnatses, JI. C. Ctenonaiitene
DeMeHTapIbl A. A. CrenaHos
Keke E. U. Urnatees, B. I1. Ctpe3uko3un
[IeGepitik-ycTaibIK K. K. [TnatoHos, A. A. CrenaHoB
JKaunme TopTinTiH medepiiri B. I1. Ctpe3uxo3ux
JKorapsl caHaTThI meOepITiK T. A. Unpuna

ApHaiibl )oHe KapanaibM, Kypaesi
YKOHE JKAIbUIAHFaH MIe0epIiK [ M. Tllyxuna
0. K. babanckuii, U. 4. Jlepuep, H. A. Jlomkapesa,

B. ®. ITanamapuyk, A. B. Ycosa

JKamme! FeUIBIMU

JKanme! enoex E. A. Musepsa, A. M. Hosukos, B. B. UeObIiera
JKanmbl TEXHUKAIBIK IT. P. AtytoB, M. A. XXunenes
JKanmel MoieHu B. JI. benun, JI. A. Bonosuy, JI. b. CoxonoBa
FKoBanbik 10. H. Kyntotkun, H. JI. Hukanapos, B. A. Cnacrenus, I'. C.
Cyxo0ckas
¥ HBIMIACTHIPYIIBUIBIK, B. C. Ky3nenosa, H. B. Ky3smuna, A. H. Jlyromkun
JI. C. Beirorckuit, J1. b. borosinenckas, A. ®. ['oBopkona, B. U.
3UATKEPITiK 3sikoBa, W. S1. Jlepuep, H. A. Menuunckas, B. @. [Tanamapuyk, H. H.
ITocnienos, H. U. TTocniennos
AKIIapaTThIK MOJIEIIICY C. A. bemienkog (2000), JI. A. T'opoxosuesa (2003)

FrutbiMu-akmapaTThlK KbI3MET MICOCPIIIriHIH KOI KBIPJIApbIH €CKepe OTBIPHIN, OJapblH
)KacaJyblH YIII KEHICTIKTIKTE KapacThIpyFa Oosajpl: OipiHIIIICH, CTYIEHTTIH TaHBIMJIBIK PECYPCTapbIH
KCHEWTETIH aKaJeMHUaNbIK MOOWIBIUTK (akTopsl peTiHae, ON OKy YPAICIHIH BIHFaHIBUIBIFBIH
KaMTaMachI3 €Te/l KoHE KbI3METTIH OapJIbIK TYpJIepiHAe TAHBIMIBIK MACEIENepAl MISIIyTre MYMKIHJIIK
Oepeni; eKIHNIJEH, >KOFapFbl OKY OpPHBIHBIH >KYMBICBIHBIH THIMIUIITIH apTThIpaThiH (akTop;
YIIHIOICH, Y3AiKkci3 OumiM Oepy cascaThlH JKacayjblH, KOCIl aiy, OUTIKTUIrH apTThIpy, KociOn
MOOMJIBILTIKTI KaMTaMachl3 Tyl (pakTop peTiHie.

CoHbIMEH, 3aMaHayH TICHXOJOTHSIIBIK-TICJATOTHKANBIK —~ oJeOreTTepie TYpil  KOJIMEH
3epTTENTeH aHbIKTaMalap/blH JKOHE HETi3r meOepmiKTIH TYpJepiHiH TangayblHaH 0aliKadaThIHbI OKY
mebepairi — Oyl CYOBEKTTIH OpTYpil TMOHIIK OpEKeTTep/e JOTMKANbIK OWIayblH KaJIIbl
MYMKIHIIKTepl HEri3iHAC OKY-TaHBIMABIK TarceipManapabl 1mermryi. T. K. AnekcaHapoBaHbIH
miKipiHIne, oKy Imedepiiri ymiH KaxerTti Oenrimepaid Oipi ol Typii KepiHicTeri Kypleni oO0beKTTiH
TaHBIMJIBIK MaKCcaThIMEH OaliJlaHbICHIH aHBIKTAY.

3epTTeyaeri KopCceTiireH KOPhITHIHABLIAP OOMBIHINA OKY IICOSPIIIriHiH Kelecined TonTaphiH
aHBIKTayFa OOJIaJIbI:

— omicreMenik medepitik (CTyACHTTepre TaOMFaT IICH KOFaM QJIEMIHIH a)kpipamac OeiiHeciH
KaJIBIITACTBIPYFa MYMKIHJIIK Oepei);

— YUBIMIACTBIPYIIBUIBIK IICOEPITIK  (OKY-TaHBIMIBIK KbI3METTIH IPOIESACBTUKACH 0OJAThIH
TOKIPUOCTIK KBI3METTErl CTYISHTTEPACH KypaJiFaH; ©3iHIH KbI3METIH OOBEKTUBTI Typjae Oarajay/bIH
HOTHKECI, ©31HIIK OacKapy/Ibl skacay, 03iHiH KbI3METiHe KaKETTLTIK OOHBIHIIA e3repicTep eHri3y jkoHe T.0.);

— 3WaTKepmik mIedepiik (CTyIeHTTepiH Oiiay KBI3METIHIH MYMKIHIIKTEpiH HeNIeHyi,
TaIChIpMaHbl KO JKOHE IIeIIe OLTyi, COHBIMEH KaTap JIOTMKAJIbIK Oiay ojicTepi: ©3iHIH KbI3METIHIH
ceOenTepi; OKBUIBIIT OTBIpFAaH MaTepHaligarbl OAcCTBICBIH aHBIKTAay; OKBITBLIFaH OOBEKTIHIH
JJNIEMEHTTEPIH aHBIKTAay, HAKTBl MOCEICHIH OacThl IIeNly JKONJapbl HeMece KYOBUIBICTapHI;
OpEKeTTEep/IiH JKaNIbl Ti30€riH aHBIKTAY; ajJbIHFAaH HOTHIKENEp MEH OOMybl MYMKIH HICHIY >KOJAAPBIH
OHITaCTBIPY; TallayIbIH, CHHTE3/IiH, CallbICTBIPYIBIH, JKaJIbUIaYIbIH JIOTHKAIBIK aMalIapbiH KOJIaHy
OHE T.0.; OKY TaIChlpMatapblH MICHIYACT] XKaJbl TOCUIIEPiH HENeHY);

— aKmaparThlK I1e0epITiK (CTYICHTTIH OUTIMJI, ’KaHA >KOHE KOCHIMINA aKapaTThl ©31 HeNeHYyi
MYKIHJIITIHEH TypaJibl, COHBIMEH KAaTap CEMaHTHUKAJIBIK OHICY YKOJIAphl, aKIapaTThl €CTE CaKTay *aHe T.0.);

— KOMMYHHKATHUBTI mIeOepiiik (CTYICHTTEpPAiH OKBITYIIBIMEH, aHa-aHajdapMeH, Oacka
CTY/IGHTTEPMEH, KOFAMMEH KapbIM-KaThIHACBIHAH TYPaJbl JKOHE T.0.);

— eHOek 1medepiri (ToKIpUOeTiK KYMBICTaFbl TEOPHSUIBIK OLTIMIEP I KOJNJaHydaH TYpajbl,
KOIJIAPbBI, KypaiIap/sl )kocnapiay, OepiireH KbI3MeTTiH Mepi3iMi MeH MYMKIHIIKTEpiHEH TYpaibl);

— kommbioTepmik Texauka MeH OTK konmana 6iny (OKyIIbLIapplH MEKTENTerl TOKIpUOeTiK
KYpBUIFBUIADMEH ~ KoJJaHa anybl: (U3HMKaNbIK, acTPOHOMHUSUIBIK, COHBIMEH KaTap Oackana
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anmapatypaHbl KOCATBIH achanTapMeH, KOMIBIOTEPMEH JIIEMEHTApNbl amaljiapJsl  OpbIHAAY;
KOMITBIOTEpAIH  OarmapiaMainblK — KEIIeHIH  KONJaHa  aly, DJIEMCHTAapibl  KOMITBIOTEPIIK
Oarapiamanap/isl xkacay Oury).

FrupIMU-aKmapaTThIK KbI3METTIH IIEOCpIIiri OKYLIbIIAP/IbIH €PKiH OWjiay 9peKeTTEepiH Urepy
Heri3iHae Kypananpl. by mebeprik skekele Typ/e O0NMalThIH HHTETpallUsUIaHFaH Oenriiepre ue.

CoHFBI Ke3Jieri KbI3BIKTBIpaThiH 3eprreynepain 0ipi FO. BpanoBckuit Men A. BenseBaHbIH
FBUIBIMH-aKapaTThIK KBI3METIH OJIEYMETTIK apHailbl TONTHI aHBIKTAyJdapbl OONyna, MYHAAFbI
TYJIFaHBIH TOJBIK IAMYBIH KAMTaMacChI3 €TETiH, TYIFAHbIH OpTara, COHBIH iIIiH/IE FUTBIMU-aKIapaTThIK
opTara OcHiMIENyiMEH CHMAaTTanaabl, TYPJl KbI3METTErl MO3WTUBTI KapbIM-KAThIHACKI, KBI3METTIH
HEri3ri MYMKIHIIKTEpiH urepin KoraMm, 0acka agamIapJblH KaKSTTUIrIMEH, ©31HIH KYKbIKTapblHA
coiikec xkacanysl. [1]

Bepinren Tomka Oonamak KbI3METTIH Ma3MYHBIHIAFbl QJICYMETTIK KOHE IMOHIIK MOJCIbICY
mebepllikTepi Kipeai; aKnaparTapMeH >KYMbIC (KHHAKTay, aHaJUTHUKAIBIK-CHHTETHKAIBIK OHJEY,
eKIHIII PeTTi KY)KaT peTiHIe KOpCEeTiMyi, FBUIBIMH aKMapaT KyKaTTapblHIAFbl i3]Iy MCH Cakray;
OarjapnaMaiblK TULIEpAi Oily, OHBI YHEMi JKETULAIPY; aKmapaTTap/bl «KEHIHEH» KaObuinay);
pednekcusiFa MyMKIHIIIK; Oenriep *Kykeci CHSIKTBI aOCTpakTiIi OiniMaep i Kaobuiaay.

O3iMHIH 3epTTEYIMJEC OCBIHAAl KOPBITBIHABIFA KEIIIM: FBhLIBIMU-aKIAPATTHIK KBI3METTIH
meOepIiri TYIFaHbIH OiJIay MOJCHUETIHIH aHBIKTAIFaH JeHreiinae cumarraiansl. [lledepiik Typui
MIOHJIIK 9pPEKETTep/ie CTYACHTTEpre aliFa KOMbUIFaH OUTiM Oepy calachbIHBIH TarchipMaiapblH TaObICTHI
IIemyre MyMKIHAIK Oepemi. FhUIbIMU-aKmapaTThIK KbI3METTIH IneOepiiiriie ue OOONFaH CTyIEHT
QJICYMETTIK MOJIIMETTEpre Kapail OacKajlapMeH KaThlHACTAa «YHAMIIbI», «KaObUIIaHFaH» KaTeropHusra
KaTajbl )KOHE )KOFaphl dJICYyMETTIK cTaTycKa ue 0oaibl.

CTYIeHTTIH FhUIBIMU-aKIMaPaTTHIK KBI3METTIH IIeOepIiriHiH KypacThIPhUTy KOPCETKillli MeH
Oenrinepaid cumarramackl 3 Kecrene kepcerinreH. baranmay HeriziHze »Kyprisinetin, kaHaail na Oip
3aTTBIH KIKTETyl MEH aHBIKTAIYBI, MOJIIEPIH €CeNTeYMEH JXYPri3iieTiH Neaarorukaiarsl «Oenri»
tyciniri. [lemarormkama Oy Hemece Oacka Ja KyYObUIBICTApABIH IKIKTEIYIH jKacay KypJeriri
Me/laroruka MoHIHIH ©31HIH TYPJILIIri MEH KallbllITaCyblHA OaiIaHbICTHI.

Kecte 3. KoMmproTepiik OKbITY OPTACBhIHAAFbl  FHUIBIMH-aKIAPATTHIK  KbI3METTIH
KaJIBIITACYBIHBIH OENTiiepi MEeH JeHIeHTiK KopCceTKIlTepi

YKorapb! neHrei (IbIFAPMAIITBUIBIK) | Oprama JieHreit (eHimM1) | TomeHri ienreit (penpoayKTUBTI)
Ceben-KYHABUIBIKTBI OeJIri
«OMIpITIK KanuTaJIb» HeleHy/l Kaay, FhUIBIMHA-aKIapaTThIK KbI3METTEr! I1e0epiIiK KYHABUIBIK TypiH/Ie
JXKoraprsl cebenrepi araaiiaa
KaJIbIIITaca bl
Kbi3meTtTik Oesrisiep
CryzaeHT Oinesti: MOTIH/AIK Xabapiapabl TYCIHIIpe anajpl, MOTIHHIH «KETKLTIKCI3» OOIIKTEpiH KalTa
KypacThIpa aJafibl; aklapaTThIK )KYMBICTBIH TOJNBIKTBUIBIK KYPBUIBIMBIH Kepceresi (131ey, oHley, Taparty);
eKIHII PeTTi KY)KaTThIH TYIKiIepeKKe Kapall CEMaHTHKAJIBIK ©3€KTLUIIIH KAMTaMachl3 €T€ OTBIPHII, OacTarKbl
aKnapaTThl a3aiTy; FHUIBIMUA-aKIaPaTTHIK KBI3METTET] KaTeIKTEeP/IiH CHIIATTaMaChIH aHBIKTAy MEH OJIap/Ibl
0o IbIpMaYy JKOJJIAphl; KOMIBIOTEPIIIK OKBITY OPTACHIHIAFbI TAHBIMJIBUIBIK YPAICIH OacKapy.

Tepen cebenrinepi Makcat 60Ia bl Cebenrepi KOK

N Opraia neHrei TemeHri neHrei
JKorapsl neHrei (IIbFapMaIibUIbIK) pratia JIcH ACHIe:
(eHiMI) (penpomyKTUBTI)
CryneHT GapJIbIK aMmaiaapabl CTyIeHT KaKeTTi aMaJiaapabl
YACHT DApIIbIK aMajlaapit YICHT K . AP CryneHT 0apIibIK Keke
OPBIHAAWIBI, TI30€T1 YTHIMIBI, OpBIHAANIBI, OipakK Ti30EKTI . : .
. L aMaJiap sl OpbIHIANIBI, Ti30eT]
JKAJIITBI OPEKETTEP1 CaHaJIbI YTBIMBUIBIFBI KETKUTIKCI3 KOHE X
) P Xa0CThI TYPIHJIE, YKaJIIBI
OpeKeTTepi Jie KETKLTIKCI3 Type . .
CAHAEI opeKeTTepi CaHaChI3 YKaFIalbIHIA

FruibIMU-aKmapaTThIK  KBI3METTIH IICOEPIITiHIH JKacadyblHBIH JCHICHJIIK KOPCETKIIIH
ka0Obuigayna C. JI. PyOMHINTEHHHBIH Ko3KapachlHa CyHeHJiM. FajibIMHBIH OHBIHIIA PEMpPOTYyKTHBTI
opekerTe MmeOePIIIKTIH €Ki JeHreli KalblnTacaibl: CTAaHAAPTThl KaFJailIbIH TaHbBIC YJTICI OOHBIHIIA
OpeKeT eTy, COHbIMEH KaTap CTaHJapTThl >KaFjaiifa KaparaHJa e3repreH Typlieri opekerrep. by
opekerTep OyphIHHAH TaHBIC (THUITIK) 9JIiCTEp MEH KATENIKTep Heri3iHe xacaabiHFaH. [5]

KopbiTbinabl. OcbUtaiillia, ebLibiMu-aknapammuoly Kvl3Memmiy uwiebepnici — 3USTKEPIiK
OpeKerTepi OpbIHIAYABIH MYMKIHIIKTEpiH JKOHE akKmapaTneH (CHHTEe3 apKbUIbl Tanjuay, OacThIHBI
aHBIKTAY, KaJIbUIay, KIKTey MEH >KYHeleHAIpy) oW amaliapblH MrepreH CTYACHTTIH METaroHIIK
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TanchlpManap/pl MICIHIyIeri MEXaHUKaIbIK Kypaijgap 3TOJOHBIMEH €MeC, all CHHTETHUKAJBIK aKTThIH
ColiKec MaKcaThl, Ma3MYHBI MEH IaPTTapBIHBIH OOTYHI.

MaHpI3bl  TICHXOJIOTHSUIBIK-TIEIAaTOTUKANBIK MIAPT OONBIN FHUIIBIMH-aKIApATThIK KBI3METTIH
eOepIliriH KaMTaMachl3 €TeTiH FhUIBIMHU-3EPTTEYIIUTIK, FRUTBIMA-aKIaPATThIK KbI3METTEPIH TYPAKThI
iK1 cebenTepiniy O0ybl.
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